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The Japanese version is for reference purposes and the English version prevails.
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“Australian Privacy Laws” has the meaning given in the Australian
Privacy Law Addendum found at: https://staffbase.com/en/legal/.
Only to the extent that Staffbase processes Personal Data governed
by Australian Privacy Laws, will the Australian Privacy Law
Addendum apply in addition to the terms of this DPA.

“Canadian Privacy Laws” means the Personal Information Protection
and Electronic Documents Act (S.C. 2000, c. 5), Quebec Law 25, and
any other federal or provincial legislation or regulations in Canada
related to Personal Data.

“Data Protection Laws” means, to the extent applicable: (i)
European Data Protection Laws, (ii) US State Privacy Laws, (iii)
Canadian Privacy Laws, and (iv) Australian Privacy Laws.

“European Data Protection Laws” means: (i) the General Data
Protection Regulation ((EU) 2016/679) (“GDPR”); (ii) applicable
national implementations of the GDPR in the European Union (“EU”)
and European Economic Area (“EEA”) member states; (iii) in respect
of the United Kingdom (“UK”), the Data Protection Act 2018 and the
GDPR as saved into United Kingdom law by virtue of Section 3 of the
United Kingdom’s European Union (Withdrawal) Act 2018 (“UK Data
Protection Law”); (iv) EU ePrivacy Directive 2002/58/EC; as
amended by Directive 2009/136/EC; and (v) Swiss Federal Act on
Data Protection of 25 September 2020 and its implementing
regulations as amended, superseded, or replaced from time to time
(“FADP”).

“Model Clauses” means, where European Data Protection Laws
apply, Standard Contractual Clauses for the transfer of Personal Data
to third countries pursuant to Regulation (EU) 2016/679 of the
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European Parliament and the Council approved by European
Commission Implementing Decision (EU) 2021/914 of 4 June 2021
(currently found at
https://eur-lex.europa.eu/eli/dec_impl/2021/914/0j), as may be
amended or superseded from time to time.

“Personal Data” means any information relating to an identified or
identifiable natural person where (i) such information is contained in
Customer Content; and (ii) is protected similarly as personal data,
personal information, personal identifiable information under
applicable Data Protection Law.

“Personal Data Breach” means a breach of security that has resulted
in the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, Personal Data transmitted,
stored, or otherwise processed by Staffbase and/or its
Sub-Processors in connection with the provision of the Services.

“Restricted Transfer” means, where European Data Protection Laws
apply, a transfer of Personal Data to a Third Country.

“Sub-Processor” means any Processor engaged by Staffbase or its
Affiliates to assist in fulfilling Staffbase’s obligations under the
Agreement. Sub-Processors may include third parties or Staffbase
Affiliates.

“Third Country” means (a) to the extent the GDPR applies to the
processing of Personal Data by Staffbase, a country outside of the
EEA which is not subject to an adequacy decision by the European
Commission; (b) to the extent the UK Data Protection Law applies to
the processing of Personal Data by Staffbase, country which is not
subject to an adequacy decision pursuant to Section 17A of the
United Kingdom Data Protection Act 2018; and (c) to the extent the
FADP applies to the processing of Personal Data by Staffbase, a
country outside the EEA and/or Switzerland not subject to an
adequacy decision by the Swiss Federal Data Protection and
Information Commissioner (“FDPIC”).

“UK Addendum” means the International Data Transfer Addendum
issued by the Information Commissioner's Office under s.119(A) of
the UK Data Protection Act 2018 (currently found at
https://ico.org.uk/media/for-organisations/documents/4019539/int
ernational-data-transfer-addendum.pdf), as may be amended or
superseded from time to time.

“US State Privacy Laws” has the meaning given in the US State
Privacy Law Addendum.

“US State Privacy Law Addendum” means the US State privacy law
addendum found at: https://staffoase.com/en/legal/. To the extent
that Staffbase processes Personal Data governed by US State Privacy
Laws, will the US State Privacy Laws Addendum apply in addition to
the terms of this DPA.

The terms “Controller”, “Data Subject”, “Processor” and

“processing” shall have the meaning given to them under Data
Protection Law and “process”, “processes” and “processed” shall be
interpreted accordingly. Any other terms not expressly defined here

have the same meanings as in the Agreement.
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3 THE CLAUSES
Clause 1 - Purpose and scope
(a) The purpose of this DPA is to ensure compliance with Data

Protection Laws as they may be amended, replaced or
supplemented from time to time.
(b) Staffbase and Customer have agreed to this DPA in order to
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ensure compliance with Data Protection Laws.

(c) This DPA applies to the processing of Personal Data as
specified in Annex II.

(d) The Annexes are an integral part of this DPA.

(e) This DPA is without prejudice to obligations to which
Customer is subject by virtue of Data Protection Law.

(f) This DPA does not by itself ensure compliance with
obligations related to international transfers in accordance
with Data Protection Laws, where applicable.
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Clause 2 — Invariability of the Clauses [Not applicable]
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Clause 3 - Interpretation

(a) Where this DPA uses any terms as defined in Data Protection
Laws, those terms shall have the same meaning as in the
applicable Data Protection Law.

(b) This DPA shall be read and interpreted in the light of the
provisions of the Data Protections Laws, to the extent that
they apply.

(c) This DPA shall not be interpreted in a way that runs counter
to the rights and obligations provided for in the Data
Protection Laws or in a way that prejudices the fundamental
rights or freedoms of the Data Subjects.
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Clause 4 - Hierarchy

In the event of a contradiction between this DPA and the provisions
of related agreements between the parties existing at the time when
this DPA is agreed or entered into thereafter, this DPA shall prevail.
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Clause 5 - Docking clause [Not applicable]
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Clause 6 - Description of processing(s)

The details of the processing operations, in particular the categories
of Personal Data and the purposes of processing for which the
Personal Data is processed on behalf of Customer, are specified in
Annex Il.
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Clause 7 - Obligations of the Parties

7.1 Instructions

(a) Staffbase shall process Personal Data only on documented
instructions from Customer, unless required to do so by local
law to which Staffbase is subject, such as EU or EU Member
State law. In this case, Staffbase shall inform Customer of
that legal requirement before processing, unless the law
prohibits this. The Agreement (including this DPA), any
applicable Order Form(s), together with the use of the
Services, constitute Customer’s complete instructions to
Staffbase for the processing of Personal Data. Subsequent
instructions may also be given by Customer throughout the
duration of the processing of Personal Data as long as they
are consistent with the terms of this DPA and the Agreement.
These instructions shall always be documented.

(b) Staffbase shall immediately inform Customer if, in Staffbase’s
opinion, instructions given by Customer infringe Data
Protection Laws.

7.2 Purpose limitation

Staffbase shall process the Personal Data only for the specific
purpose(s) of the processing, as set out in Annex Il, unless it receives
further instructions from Customer.

7.3 Duration of the processing of Personal Data
Processing by Staffbase shall only take place for the duration
specified in Annex Il.
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7.4 Security of processing

(a) Staffbase shall at least implement the technical and
organizational measures specified in Annex Il to ensure the
security of the Personal Data. This includes protecting the
data against a Personal Data Breach. In assessing the
appropriate level of security, the Parties shall take due
account of the state of the art, the costs of implementation,
the nature, scope, context and purposes of processing and
the risks involved for the Data Subjects.

(b) Staffbase shall grant access to the Personal Data undergoing
processing to members of its personnel only to the extent
strictly necessary for implementing, managing and
monitoring of the Agreement. Staffbase shall ensure that
persons authorized to process the Personal Data received
have committed themselves to confidentiality or are under
an appropriate statutory obligation of confidentiality.

7.5 Sensitive data

If the processing involves Personal Data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs, or trade
union membership, genetic data or biometric data for the purpose
of uniquely identifying a natural person, data concerning health or a
person’s sex life or sexual orientation, or data relating to criminal
convictions and offenses (“Sensitive Data”), Staffbase shall apply
specific restrictions and/or additional safeguards where possible and
when required under Data Protection Law. Customer controls
whether they process any Sensitive Data in relation with the
Staffbase Services and Customer must ensure compliance with Data
Protection Laws when processing Sensitive Data.

7.6 Documentation and compliance

(a) The Parties shall be able to demonstrate compliance with
this DPA.
(b) Staffbase shall deal promptly and adequately

with inquiries from Customer about the processing of
Personal Data in accordance with this DPA.

(c) Staffbase shall make available to Customer all
information necessary to demonstrate compliance with the
obligations that are set out in this DPA and stem directly
from Data Protection Laws. At Customer’s request, Staffbase
shall also permit and contribute to audits of the processing
activities covered by this DPA, at reasonable intervals or if
there are indications of non-compliance. In deciding on a
review or an audit, Customer may take into account relevant
certifications held by Staffbase.

(d) Customer may choose to conduct the audit by
itself or mandate an independent auditor. Audits may also
include inspections at the premises or physical facilities of
Staffbase if mutually agreed and shall, where appropriate, be
carried out with reasonable notice.

(e) The Parties shall make the information referred
to in this Clause, including the results of any audits, available
to the competent supervisory authority/ies on request.

7.7 Use of sub-processors
(a) Staffbase has Customer’s general authorisation
for the engagement of Sub-Processors listed at
https://staffbase.com/en/legal/subprocessors/. Staffbase
shall specifically inform in writing Customer of any intended
changes of that list through the addition or replacement of
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7.8
(a)

(b)

(c)

Sub-Processors at least 30 days in advance, thereby giving
Customer sufficient time to be able to object, to such
changes, solely based on reasonable data protection
grounds related to the protection of the Personal Data, prior
to the engagement of the concerned Sub-Processor(s).
Staffbase shall provide Customer with the information
necessary to enable Customer to exercise the right to object.
Customer’s notice shall contain the grounds for the
objection. The Parties shall discuss Customer’s concerns in
good faith with the intention of achieving a commercially
reasonable solution. If Parties are not able to find a solution,
Staffbase and Customer each have the right to terminate the
Agreement, including any related Order, with 30 days’ notice
and without liability to either party.

(b) Where Staffbase engages a Sub-Processor for
carrying out specific processing activities (on behalf of
Customer), it shall do so by way of a contract which imposes
on the Sub-Processor, in substance, the same data
protection obligations as the ones imposed on Staffbase in
accordance with this DPA. Staffbase shall ensure that the
Sub-Processor complies with the obligations to which
Staffbase is subject pursuant to this DPA and applicable Data
Protection Law.

(c) At Customer’s request, Staffbase shall provide a
copy of such a Sub-Processor agreement and any
subsequent amendments to Customer. To the extent
necessary to protect business secrets or other confidential
information, including Personal Data, Staffbase may redact
the text of the agreement prior to sharing the copy.

(d) Staffbase shall remain fully responsible to
Customer for the performance of the Sub-Processor’s
obligations in accordance with its contract with Staffbase.
Staffbase shall notify Customer of any material failure by the
Sub-Processor to fulfill its contractual obligations to process
Customer’s Personal Data in accordance with this DPA.

(e) [Clause 7.7(e) is intentionally deleted]

International transfers

Any transfer of Personal Data to a Third Country or to an
international organization by Staffbase shall be done only on
the basis of documented instructions from Customer or in
order to fulfill a specific requirement under local law to
which Staffbase is subject and shall take place in compliance
with Data Protection Law (as applicable). Staffbase may
transfer Personal Data to its Affiliates or its Sub-Processors
located in a Third Country, subject to the notification
requirements of Clause 7.7.

Customer agrees that where Staffbase engages a
Sub-Processor in accordance with Clause 7.7 for carrying out
specific processing activities (on behalf of Customer) and
those processing activities involve a transfer of Personal
Data, either directly or indirectly, to any Third Country,
Staffbase and the Sub-Processor can ensure compliance with
European Data Protection Laws by using the Model Clauses
and, where relevant, the UK Addendum, provided the
conditions for the use of those Model Clauses are met.
When the transfer of Personal Data from Customer to
Staffbase qualifies as a Restricted Transfer, and European
Data Protection Laws require that appropriate safeguards are
put in place, the transfer shall be subject to Model Clauses
which shall be deemed incorporated into and form an
integral part of this DPA in accordance with Annex V (Model
Clauses).

(c)

(d)

(e)

7.8

(a)

(b)

(c)
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ERH i Es
StaffbaseMEAANT —42ZE=ZE X (ZE MR ZF2859 5
S5 . XELSNE-BEEDIERICKSH . XiILStaffbaselZ
BRASNIBEMEDEEDRBELTREITTH-OIZDHT
S5HMEL., (BRETHIGEE) T —AREERICENLTITS,
Staffbaseld. FB7EFE7TEDEMEFREEFHEELLT.BA
T—R% EZEICRETSECOREESHXIIENE
HICHER T 5N TED,

BEE (L. Staffbase N (BERIZHKH> O EDLIEEH
T3EOIZE7EETEIZH>TENEEEZAL. O8N
HEFHCSVWTEAT—4AEEX IEEENICE=RIC
BE SN 515812, staffbase R P YR ELEEN, ETIL
FEFFEALT. BN T—2REE R ZLT 56
[FEERHE~NDENEHERTHENTELILICAET
5. {BL. BZETIIEEOFEAICEAT & EERm-IT
ITHIER S,

FAE H 5Staffbase N DE AN T—FDIBERHFIIE o R B8
[ZEYL., BN T—2REXICIYBEN T REFEREZEC
BIENERBEDTONBIGE . UEBEILETILEEO X
KLLY  ETLEFBEIEMESV(ETILEE) ICH>TA
DPAIZHHAANDN, ZDORA D —EEGTT EAHEIN
60
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Clause 8 - Assistance to Customer

(a) Staffbase shall promptly notify Customer of any request it
has received from the Data Subject (“Data Subject
Request”). It shall not respond to the request itself, unless
authorized to do so by Customer.

(b) Staffbase shall assist Customer in fulfilling its obligations to
respond to Data Subjects’ requests to exercise their rights,
taking into account the nature of the processing. In fulfilling
its obligations in accordance with (a) and (b), Staffbase shall
comply with Customer’s instructions.

(c) In addition to Staffbase’s obligation to assist Customer
pursuant to Clause 8(b), Staffbase shall furthermore assist
Customer in ensuring compliance with the following
obligations, taking into account the nature of the data
processing and the information available to Staffbase:

(1) the obligation to carry out an assessment of the impact
of the envisaged processing operations on the
protection of Personal Data (a ‘data protection impact
assessment’) where a type of processing is likely to
result in a high risk to the rights and freedoms of natural
persons;

(2) the obligation to consult the competent supervisory
authority/ies prior to processing where a data
protection impact assessment indicates that the
processing would result in a high risk in the absence of
measures taken by Customer to mitigate the risk;

(3) the obligation to ensure that Personal Data is accurate
and up to date, by informing Customer without delay if
Staffbase becomes aware that the Personal Data it is
processing is inaccurate or has become outdated;

(4) the obligations in Data Protection Laws.

(d) The Parties shall set out in Annex Il the appropriate technical
and organizational measures by which Staffbase is required
to assist Customer in the application of this Clause as well as
the scope and the extent of the assistance required.

FE8E -BENDXIE

(a) Staffbaseld, T—AEFEMNOZBLEEF LUTIT—4E
EDEFE)1EWLS, ) [ZDNT, EONEEISERT S,
Staffbaseld. EEMNOHFAISNI-IGEERE, BOEHEIC
S LTIXESELY,

(b) Staffbaseld. LIEBDMHEEEELT. BENT—2EAKIC
KBEFITHEDEEIHISTIEHCNDEFEEITTES
FOIXIET S, QRUVD)R-TEHEEBITT O,
Staffbaseld. EEEDIERIZHED,

(c) Staffbase D EEBEEEE () EIZ K ~-BEEEXIET H&EFICH
Z . StaffbaseldE5I2, T—2 B D E K UstaffbaseH’
AFTELRBEEBELTC.BENUTOREDETEH
ETE5L5XET S,

(1) WEOFEHICKY. BRAOEFNERUVERAIZHL
BURIEELDHAREEAE NG S, RS D0
HEBENEAANT—LRECEZL2E4THETS
(UTFTTF—2REBZETM 1LV, ) &

(2) THREZEIET.BENIRVEREEHEL
BHNIEREBOHERS VI RIBELDHIEARE
Sha5E. NEBEFICEEEEEE (BH0BE
EET,)ITHKTHER.

(3) NEBHDEANT—EHTRIEREX (LT EStaffbase
NRONEHE ., EREEREIERL. BAT—
ANEHETRIFDILDTHAIIBET 5.

(4) TARELRCEDDIETE.

(d) WEEAHIL. Staffbase NAFEOBERIZOVWTHEEEX
B9 5O EEYLEMTN - 8RR, RU. &
ELZEOHELIEEER. MEZNCHRET S,

Clause 9 - Notification of Personal Data Breach

In the event of a Personal Data Breach, Staffbase shall cooperate
with and assist Customer for Customer to comply with its obligations
under Data Protection Laws, where applicable, taking into account
the nature of processing and the information available to Staffbase.

9.1 Data breach concerning data processed by Customer
In the event of a Personal Data Breach concerning Personal Data
processed by Customer, Staffbase shall

assist Customer:

(a) in notifying the Personal Data Breach to the competent
supervisory authority/ies, without undue delay after
Customer has become aware of it, where relevant (unless the
Personal Data Breach is unlikely to result in a risk to the
rights and freedoms of natural persons);

(b) in obtaining the following information which, pursuant to
Data Protection Laws, shall be stated in Customer’s
notification, and must at least include:

(1) the nature of the Personal Data including where
possible, the categories and approximate number of
Data Subjects concerned and the categories and
approximate number of Personal Data records
concerned;

(2) the likely consequences of the Personal Data Breach;

FIE - AANT—R2EREDEM

BAT—2BENFELELI-BES. Staffbaseld. T—2NIBDHE

R Ustaffbase N AF TEDEHREZFRBLTC. ZLTHHE.BEE

DT —ARELRCELERBELZEBITTEILOBEELIH AL, XiE
#1715,

9.1 FEMNLETLTHRIHIET—HEE

BENBTLIEAT—RIEITZEAT—2EENRLELS
4. Staffbaseld. UL FIZDWTEEEZXIET 5,

(a) %I HHE. BEEMIAT—EREIZR OV %, 7Y
ERCEERE B (BHOGEEET)ITEA
F—ABREFBEMTSHEEL, YZBEAT—EEENE
RANDEFEVBERICURIERIFTATREENMELGS
1%, ZDRYTIEALY),

(b) UTOEHRERSBTEE, COEHRIE. T—RIFHEEIC
- THEE~DBMIZREH L, PIKEILUTESTIDE
T3,

(1) BEAT—20OMWE, CNIZE., FTRELRY. BEF%RT
BT —REAONTI)—EBH R VBRI DEA
FT—ARFEOHTI—LBHEEDT,

(2) HEEAT —ARBICK>THRETLHAEEMNED
HEEE,

(3) BEEINUZBEAT—HBREICHETS=HIZH-
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(3) the measures taken or proposed to be taken by
Customer to address the Personal Data Breach,
including, where appropriate, measures to mitigate its
possible adverse effects.

Where, and insofar as, it is not possible to provide all this
information at the same time, the initial notification shall contain
the information then available and further information shall, as it
becomes available, subsequently be provided without undue delay.

(c) in complying, pursuant to Data Protection Laws, with the
obligation to communicate without undue delay the Personal
Data Breach to the Data Subject, when the Personal Data
Breach is likely to result in a high risk to the rights and
freedoms of natural persons.

9.2 Data breach concerning data processed by Staffbase

In the event of a Personal Data Breach concerning Customer’s
Personal Data processed by Staffbase in relation to the Services,
Staffbase shall notify Customer without undue delay after Staffbase
having become aware of the Personal Data Breach. Such notification
shall contain, at least:

(a) a description of the nature of the breach (including, where
possible, the categories and approximate number of data
subjects and data records concerned);

(b) the details of a contact point where more information
concerning the Personal Data Breach can be obtained;

(c) its likely consequences and the measures taken or proposed
to be taken to address the breach, including to mitigate its
possible adverse effects.

Where, and insofar as, it is not possible to provide all this
information at the same time, the initial notification shall contain
the information then available and further information shall, as it
becomes available, subsequently be provided without undue delay.
Staffbase shall also take appropriate and reasonable steps to
contain, investigate, and mitigate any Personal Data Breach.

The Parties shall set out in Annex Ill all other elements to be
provided by Staffbase when assisting Customer in the compliance
with Customer’s obligations under Data Protection Laws.

f=. RITMBZENFT ESNBIEE EYEHEIC

X, £ELBTEEEDH I EXEERBT H-HD
EBEEE. ).

hoDFEROLTERBRICIRBETHIENTARETHIHEIC

RY . RFOBEHMIZIEIZF DS CAFURELIERELE TS0

EL. FNLULEDERIE. AFTEEELDITH T BB LE

HEGRMT B,

(c) BAT—ARENBARADEFRUVBERBRIIHLE
30T NS MGE . T—2REEICH ST BEA
T—EABEIZDODVWTAREEEFLKT—2ERKIZHLES
EHEETIHIL,

YRO%

9.2  Staffbase NI T BT —RIZHTEHT—HRE

A —ERIZEEELT, Staffbaseh%iid'%ﬁﬁgwﬂﬁl)kv‘-‘—’sl

IZBET BEAT—2EENRLEL-HES. StaffbaselX. Staffbase

MEAANT—EREICR O =%, TétuE HE<EEIRAMT

B, COBRIZIL, DIELUT DEHRETLEHT 5.

(a) REDOHEIZHANDEM(FTEEThNIE., BFRTHIT—4
FRET—AEFOHTI)—EBHEET),

(b) TEREFICHTLIFMBEREAT TS LODERELRE
#EO
(€ TEBRBICIO>TELHARMEDHIFERV. T—4

2=z J:é%%%ﬁimﬁ'ét&ﬂ:aéﬁﬁu_\ XIIEEE
REL-HBE.
hoDFEROLTERBICIRBT HIENATARETHIHEIC
RY., RYOBHIZIZZ O ETAFARELERETLEHL. Th
UEDERIE. AFTREICAZIZH-T, #BFLHEEFLRR
I BEMDET D, -, Staffbaseld, ABAT—2EEEZ. AE
L. BET2-0I2, BUTEENGIEELEELD,
MUEEL THREXREIEEDEFEDESFIZELT
Staffbase NEEEEHIET ARICIRM I ZZ DD LETHERE.
MEZNZHRET S,

Clause 10 - Non-compliance with the DPA and termination

(a) Without prejudice to any provisions of Data Protection Laws,
in the event that Staffbase is in breach of its obligations
under this DPA, Customer may instruct Staffbase to suspend
the processing of Personal Data until the latter complies with
this DPA or the contract is terminated. Staffbase shall
promptly inform Customer in case it is unable to comply with
this DPA, for whatever reason.

(b) Customer shall be entitled to terminate the Agreement
insofar as it concerns processing of Personal Data in
accordance with this DPA if:

(1) the processing of Personal Data by Staffbase has been
suspended by Customer pursuant to point (a) and if
compliance with this DPA is not restored within a
reasonable time and in any event within one month
following suspension;

(2) Staffbase is in substantial or persistent breach of this
DPA or its obligations under Data Protection Laws;

(3) Staffbase fails to comply with a binding decision of a
competent court or the competent supervisory
authority/ies regarding its obligations pursuant to this
DPA or applicable Data Protection Law.

%5105 - DPAD BT B UMRRR
(a) T—AREEDIREEEETI T L7<, Staffbase HAADPAIZ
HINEHBIERLI=-BE . BEIL. staffbasel=xfL ., &
MADPAZ BT HE T, RITEZBHAERINDZET, B
AT—EDNBEEILTEE5ETTHENTES,
Staffbaseld. BHIZHMHHDT | ADPAFESFTHIENT
ELRMES RO ERITENT S,
(b) EEEIX.LTOEHEE. ADPAIZHKSEBEAT—20OMNIE
B9 ARY. REHNEHEIRT DEFEET D,
(1) Staffbasel 2k BE AT —H2DMEA, 5 (a)IHIZ
- THEEIZKYEFEIESh, KDPADESFHESEMY
HHARAIZ, FUONERIGEEBELENSIFA L
RIZEIESNELGE
(2) Staffbaseh, ADPAX (X T —4FEXIZEO<KEHD
NEHFIC, EENXIIHGENISERT 1548
(3) Staffbaseh’, ARDPAXR (X T —HREX(IZHEST= E [=!
DEFICBEL T, MR IL TR
(BHOZEEET, ) DWERAHIREIZHOL
W5E
(c) Staffbase?ﬁ\EE%-( L. F7TRFIURFE(D)SIH-T.EE
DIEFHIERHZEEEOEHIZEMT SE@ENLT=(2
b6 T . BENZDEREIERICHSLSEERLS
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(c) Staffbase shall be entitled to terminate the Agreement

insofar as it concerns processing of Personal Data under this

DPA where, after having informed Customer that its
instructions infringe applicable legal requirements in
accordance with Clause 7.1 (b), Customer insists on

compliance with the instructions.

(d) Following termination of the contract, Staffbase shall delete

all Personal Data processed on behalf of Customer and

certify to Customer that it has done so, or, if requested by
Customer, return all the Personal Data to Customer and
delete existing copies unless Data Protection Law requires
storage of the Personal Data. Until the data is deleted or
returned, Staffbase shall continue to ensure compliance with

this DPA.

(d)

& . Staffbaseld. ADPAIZE DA NT—2DILIE(ZREE
THRYIZEWT, AR ZHIRTHEFZET 5,

LRI DOFERRTE . Staffbaseld. BEIZRHHOTRELI-£T
DEANT—2ZHIBRL. BEICHLTEDEREZEIIATS
M RIFBEEODEENOHNE. ETOEAT—FZEEEIC
REL., BEOELEHIRT 5, BL. T—2REEZNEAN
FT—ADREEZEF DT TLBIEEFZFDORY TIEEL,
Staffbaseld. T—AZHIIRL X (LRENT HFE T, ADPADE
TFHEF#ET S,

Accepted and agreed to by the authorized representative of each

party as of the date of last signature (“Effective Date”).

HEDODERB(LUTIEBIEVNS AT, ELFEDERDH
HRRBIZFYRITANDNI, BESNT=,

Staffbase: Customer:
Address: Address:
Signature: Signature:
Print name: Print name:
Title: Title:
Date: Date
Staffbase: BmE:
LES fERR:
E4: EZ4:
K% K%
diE R
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Bft:

Bft:
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ANNEX |:
LIST OF PARTIES

it E 2
LEE—E

Customer:

Name: The Customer as defined in the Order.

Address: The Customer’s address as set out in the Order.

Contact person’s name, position and contact details: The
Customer’s contact details as set out in the Order or in the
Agreement (as applicable).

Signature and accession date: The Customer’s signature and date as
set out in the Order.

BE:

AT INEDESRICHOIBEE.

T AEEXEICEHOHIBEEDIER,

HYEORE. RERVERLE  AMEEIXEXEAZH(WLWTh
MU TEH)ICHEHDHIEEDERE.

EZRUZAR ASIXEICREOHIBEENELRUALM,

Staffbase:

Name: The Staffbase entity, as defined in the Order.

Address: Staffbase’s address as set out in the Order.

Contact person’s name, position and contact details:

privacy @staffbase.com.

Signature and accession date: Staffbase’s signature as set out in the
Order or the Agreement.

Staffbase:

ARG EXEDEEICHESStaffbaseiE Ao

FFT: AEEXEICERED H DStaffbase DIEFT,
HUEORA., BB RUERS: privacy@staffbase.com,
EZZRRUZABR: REEXEICEEH D HSStaffbase DEE o
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ANNEX I
DESCRIPTION OF THE PROCESSING

HEEY
MIBHARE

Categories of data subjects whose Personal Data is processed

BAT—2ANEBENET—2ERDHTI—

Customer employees, consultants, recipients of emails, and any | EEEDHEE ., IV HILEAV M EA—ILDZEE . RUAKH—E
other individual who gets access to or interacts with the Services.

RIZ7VEALELLEEGE S —EREFATHZDMDH LD S
BA.

Categories of Personal Data processed

| mEBEINZEAT—2DOAHTI)—

Employee
Experience Platform
(Employee App &
Front Door Intranet)

Studio Publisher

o  Profile information: User profile information, such as name, email address, position, department, and
location and other required or voluntary profile information

® Login data: Email address and password.

e  Content: Any other Personal Data contained in Customer Content, for example Personal Data in chats or in
media files.

e Technical information: Device type, IP address, User ID, operation system, browser type, user agent,
timestamp of visits and local storage.

Staffbase Email

Profile information: User profile information, such as name, email address, position, department, and
location and other required or voluntary profile information.

Login data: Email address and password of Authorized Users.

Content: Any other Personal Data contained in Customer Content, for example Personal Data in email content
or in media files.

Email metrics information: Information about email engagement, including, but not limited to, when an email
newsletter is read, when a link in an email newsletter is clicked, collected by tracking technologies such as
pixels and personalized links.

Technical information: Device type, IP address, User ID, operation system, browser type, user agent,
timestamp of visits and local storage.

Communications
Control

Account information: Full name, email address, and password of Authorized Users.

Social media conversations: @Handle of social media account, first name and last name of Social Media
Contacts, content of message, and conversation history.

Content: Any other Personal Data contained in Customer Content.

Technical information: Device type, IP address, User ID, operation system, browser type, user agent,
timestamp of visits and local storage

WEEIIVRRT
VRTSYRITH—L
(EET7TIVRUY
ZOVRTAUNS
k)

Studio/ T wi r—

TR —ILER KA. EA—LTRLR, R, MESE. EFE0 11— —TO07—LEREV. D
HmOBAEXITEEDTOT4—ILIER.

O AT —5:EA2—)LT7RLRARU/RRT—F,
VTV FIRRATAT IFAINFDBEAT—2F . BEEIAVTUVIZEEFNZZOMDBEAT—4,

BATER: T/NA ADIEFE, IPPRLA, 2—H—ID, ARL—2aV v AT A, T —DiEHE, 12— —
I—Cxvb, SHEEOAA LRATRUEO—DILAN —,
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Staffbase EX—)L

BAT—5,

o TOU4—LER: KA EA—LTRLR, KB, FEHE. RFD1—F—T07—LER. RS £
DHDBLERIFERETOT—ILIER.

o OVAVT—R:BELI—Y—OEA—LTRLARU/IRT—F,
o AVTFUYVEA—LDAVTUIRATATIZTANHROBEAT 5% BEIAVTUVITEFNDLTOHD

o EA—JLARYORIEH : N DEA—)L=a—RALA—ZEHRALED, WDIEA—IL=a—RLA—RADYI%Y
U= (EVRILBIS—YFSA SN OEQBIRIICKVINET S, ) ZETHAENSIZRS
NIEWN EA= LIV =D AN 518K

o HER: T/INAADIELE, PTRLR, A—H—ID, ARL—L3 0V RT L, TS50 —DEE, 12— —
I—Cxb, SHEOAALRETRUEO—DILAN —,

SazZHh—iavE
b
o U—Ix)LATATDEEE:

o THIUMER:BELI—H—DRAEA—LTRLARU/INRT—K,

V=X ATATTHIUED@NIRIL =% LAT AT BRI DESR .
Ayt—SDIAVTUOYRVELERRE,

o IUTUY BEIAVTUVIZEFENAZDMDBEAT—4,

o HER: T/INAADIEE. IPFRLR, A—H—ID. ARL—L3V VR T L, TSSO —DFEE, 12— —
I—Cxvb, SFEEOAA LRSI REO—AILAN —

Sensitive data processed (if applicable) and applied restrictions or
safeguards that fully take into consideration the nature of the data
and the risks involved, such as for instance strict purpose
limitation, access restrictions (including access only for staff having
followed specialized training), keeping a record of access to the
data, restrictions for onward transfers or additional security
measures.

WMIBEINZ LTI T2 (AT HEE) RUT—2DHEE
RUFNITHESIVRIZ+DIZEELEBRSNSHIR X L RE
FEWIZIEHEETEMDOFIR. 7oEXDOFIR (ZPR4N —
ZUERITRAVIDHDT IEREZED)E, ). T—E3~D7T
JERADIEHOMRE, BREOFIR. RILEMOEX1)T4%
%D

The extent of any special categories of Personal Data is determined
and controlled by Customer and may concern the following
categories:

° racial or ethnic origin;
° political opinions;
° religious or philosophical beliefs;

° trade union membership;
° data concerning health; and

° data concerning a natural person’s sex life or sexual
orientation.

FRGATI)—DEAT—208HEE L. BENARELT. BEY
H30EL. UTOATI—IZEET HHEELHS.
AEMX (T REME B

o DBUAHIRME

o REMNFIEZHESR

o  FHEHESOMAKER

o RBEICEHTHT—4

o HBHAAOMEFEXRITMEMIERICETET—42

Nature of the processing
Staffbase processes Personal Data to the extent necessary to
provide, maintain, support, and improve the Services.

MEOMHE
Staffbaseld, AH—E XD, #iF. Y R—FRUBED-O
IZHELHEERNIZEWT, BAT—2%0IET S,

Purpose(s) for which the Personal Data is processed on behalf of
Customer

Staffbase shall process Personal Data as necessary to provide the
Services in accordance with the Agreement, as further specified in
the Order, and as further instructed by Customer in its use of the
Services.

BEICRD>TEAT—2E0ET 5B

Staffbaseld. R > TABH —ERZRES 5720, SHIC
AEEXEIRESN-BY, FELICEELNEREH—ERD
FIRICBVWTETY 28Y. REICISCTEAT—2E0ET 5,

Duration of the processing
Staffbase shall process Personal Data for the duration of the

A3 H#A
Staffbaseld, YT RVUTLavHiMP RUZDHZ30BFEEANT—
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Subscription Term and for 30 days after at which point the Personal
Data is deleted, unless otherwise agreed in writing.

SEMEBL. COHBDKR TR TEAT —5ZHIBRYT 5. BL.
EHEICEDAIBRDERNHHHERITZDRY THAL,

For processing by (sub-) processors, also specify subject matter,
nature and duration of the processing

Staffbase’s Sub-Processors shall process Personal Data as necessary
to perform the Services. Subject to Clause 7.7 of the DPA, the
Sub-Processors shall process Personal Data during the Subscription
Term and for 30 days after at which point the Personal Data is
deleted, unless otherwise agreed in writing.

(B)MBH(IZKHNEB(ZDNTIX, NEBDOFE., HERUHREL
HETD

Staffbase DIENIEE (L, KEH—ERZBITT B=OBEIZEL
TEAT—5%Z0IBT 5, ADPAE7EE7TEFEMHLL T, BELE
FiX. TRV T a i h R UZFDO%30BBEANT—2% 0
BL, COHMBOERTEATEAAT—2%H8IRT 5. BL. Z@IC
FBRBEDEENHDHZEIETZTDRY TIHLEL,
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ANNEX IlI
SECURITY MEASURES

TEZEm
LX) ToRE

1 SECURITY CERTIFICATIONS

ISO 27001: Staffbase’s information security management system
(ISMS) is ISO/IEC 27001:2022 certified. Customers may download a
copy of Staffbase’s most recent ISO certificates directly from the
Trust Center (trust.staffbase.com).

System and Organization Controls (SOC) 2 Report ("SOC 2"):
Staffbase’s ISMS is SOC 2 certified. Subject to confidentiality
agreements being in place, the current SOC 2 Type 2 report may be
downloaded directly from the Trust Center (trust.staffbase.com).

Additional security certifications and compliance documentation
can be found in our Trust Center.

1 ) T4

1SO 27001 : Staffbase D ER X2 T4 IR DAV ZT L (ISMS
)&, 1SO/IEC 27001:2022FRFEZ ERIGL TLV S, AR (L. b ARV
A— (trust.staffbase.com) M 5Staffbase DR FTDISORIIEFE 1%
AU O—RFBIEMNTES,
SOC (System and Organization Controls)2 L7R—(LLFIsoc 2] &
LVS, ) : StaffbaseMISMSIE, SOC 2EREFZERIFLTLVD . AR
ZHMNEREIN TV DI EEEHEL T REDSOC 2 Type 2L
—hE NSRS — (trust.staffbase.com) ML EESA D O—K
FBHBENTED,
%0)1111.0)12#-1'J7_'4u.h\nl—t7gl03/7°7’f7zleili é*i"jx
Mo A—I2HBEIN TS,

2 ACCESS CONTROLS

Physical Access Control: Staffbase takes reasonable measures to
prevent unauthorized persons from gaining physical access to
Customer content. Security measures include but may not be limited
to:

(a) The applications are hosted in ISO 27001 certified data
centers. Physical access to these data centers is highly
restricted and underlies stringent requirements from our
hosting providers.

(b) Access to the Staffbase offices is limited to Staffbase
employees and authorized individuals. Guests are welcomed
at the door and accompanied to the contact person. The
issue and return of the access media are documented in
writing.

(c) Access to the Staffbase offices is timely removed or modified
in the event of a change in job responsibilities or job status.

Access to Customer Data: Staffbase takes reasonable measures to

prevent unauthorized Staffbase personnel from gaining access to

Customer content. Security measures include but may not be limited

to:

(a) A selected number of Staffbase personnel have access to
Personal Data in the following roles:
3rd Level Access — System administrator and backend
developer: Personal access to all Personal Data and all
customer content within the corresponding customer
instance, including the database.
2nd Level Access — Support Administration: Personalized
access to all Personal Data and customer data within the
associated customer instance, but no server or database
access.
1st Level Access — Customer Success Access: Access to all
Personal Data and customer data within a customer instance
through the application according to Customer’s approval.
No access to databases is available. Customer Support Access
is not person-specific and is available to all members of
Staffbase’s customer success and customer support teams.

(b) The roles defined above are assigned to the minimum
number of Staffbase personnel following Role Based Access
Control and Least-Privilege models. The allocation of roles is
recorded and reviewed at least once a year.

2 THOEREHE

MBI T Ut A EHE  Staffoasel, BFRILEENBEEIVTUVIC
WIBMICTIERTHIEEHIET 50, AEAGHEEEZEC
B, EFAVTAREIZIE, UTHEFNEZNIIALSIZERENALLY,

(a) 7F)r—avlE, 150 27001 EME LT —4 1Y
B—THRALEND, CNOEDT—E2tE 84—~ B
TOrRIE., BLLFHIRESN TS,

(b) Staffbase DA T4 A~ND T IR (X, StaffbaseDHEEE K
VSN -FICRESND, FBRFIEAYOTAZ S
N BEBFDOLEETRITEIND, TV ERRAATATDHEKT
RUSRHIE, E@mTEHIND,

(c) BEXIEFRTOEELH -GS
AANDTHRAIL, BEEFIZHETIT 5,

BET—4~DT 1R staffbaseld, HFRIZFZ(+TLVEL
Staffbase N\EMNBEZEITUVIZTIERTBHILEMIET BT=

AW BEELD, tX 1 TAREIZIEL LTAEEN
BAMNINSIZRENELY,

(a) Staffbase ABE D —
IZ7HOERTES,

LRNWITZIER - DRTFLEBERUV/NAYIIVRTARAOY/A—:
F—AR—REZEH . MIETDNRAEIR—AVAEIVARNDETD
BAT—E~DEANBETIEZR,

LRNI27IER - B R—ER BETIHRIT—AVREVR
ADETHDEANT —E~NDN—IFSAXEIN=TIER, —
N—RET—ER—=ZADT IR IF1H,

LRIVITIER - WARRI—HOEADTIER BEEDRERIC
ot HAZR—A VRV ARDETHDENT—E~ADT T
T—avBEDT IR, T—ER—ZADTIERIEEN, hR

. StaffbaseDA T«

BOEN, LTORITEAT—4

BAI—HR—,T7 IR (IEFEBEANIIKEFEET . StaffbaseDHRA
Y=YV EARUVAREAT—HR—F—LDAVN—EENTY
wATED,

(b) LRIZEET AR, O—ILR—XDOT LR §IfH K
U?/J\#EBE??M:%L\ RIER Dstaffbase NEIZEZ BN,
REIDBE DL FSIN ., DEEBIFEIZIEIRET,

3 ELECTRONIC ACCESS CONTROLS

Staffbase will take reasonable measures to prevent unauthorized
persons from gaining electronic access to Personal Data. Security

3 EFHT7TIOERER

Staffbaseld., SFRIAEEABEEILTUVIC
CEFHIET B0,

BFHITIERTS
BENGHEEBEZELD,
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measures include but may not be limited to:

(a) Access to the data processing system is limited to authorized
individuals and requires successful identification and
multi-factor authentication using state-of-the-art security
measures.

(b) Authentication media and access codes to access data
processing systems on 3rd and 2nd Level are linked to
personal credentials (password and user ID). Authentication
codes for temporarily employed persons (external
developers, interns, trainees) are allocated individually. No
reusable IDs (e. g. traineel, etc.) are assigned.

(c) A process for requesting, approving, issuing and withdrawing
authentication media and access authorizations has been set
up and documented.

(d) All  workstations and terminals are protected against
unauthorized access through both automatic and manual
password-protected locking so they are locked within 5
minutes latest. Internal training is provided to support the
regular use of both mechanisms.

(e) Passwords are managed by password managers. Access to
the workstations and password manager is password
protected. Password requirements comply with the ISO
27001.

(f) Accounts are uniquely and identifiably attributed. The use of
shared accounts is prohibited and underlies strict approval,
documentation, verification and stringent review processes.

X ) TARFRIZIE LTHAEENININLICERESNELY,

(a) T—RNBL R T LADT IR, FaSn-EICIRE
SN, ZFDOEX ) TR REFE > ARAERERTI—
-'j- %):/\Z'j I‘[ J:%)munL—I:O)EJZIJJ?Z\E&?é

(b) LAIIRIEL A2 TT—RIBY AT LIZTOERT S
T’&)wurunE}T’(T&U?atZ: f“‘i @Auuuniﬂﬁ*&
(ISRT—FR&A—H—ID) IZU TSN TS, —BEIIZE
I TWSE N ETRAY/N— /32— BHELE) D
SREFO—FIE. BEAlICE S S5, BERTREDID (B2 1E
traineelZE) [ZF 5 Sh iy,

(C) urb\nE}T’rT&UTOtXu!F_IODE;R ﬁulb\\
B O FHEE. BEINXEILSN TS,

(d) EBTDT—HIRT—av RUA—3FI)LIE, BEI-FED
BWAHDNNRT—FREMZOVIIZEY, FET IR
LTHREINTHY., BLEESAURNIZOYIESNS, A
DAN=ZXLIZDOWT, EENEERESR—L3 5728
RERL—=2 T RSN TLNS,

(e) INRT—R[E NRT—RIR—Tr—[ZKYBEBIN T
B, T—IRT—aVv RUNRRD—RIR—V % —~D7
JERE NRAT—FREINTND, NRT—FDEHIL
ISO 27001IZ#EHLL TLNS,

(f) THOUMEI—ENL DBEAIATEEICEIY HTENTILNVS, #
BA7HIURDERIFZILESNTEY., BRIELEAR, XE
b, REERVBRELEETOERIZHKS,

TRUH

4 ISOLATION CONTROLS.

Staffbases’ development and staging systems are separated logically
from production systems. For testing, Staffbase facilitates dedicated
test data that does not contain customer data.

4 imEt s

Staffbase DR R UVRT—UU T VR T AL, REBHIZATL X
FLNSRINTILND, TARDT=. Staffbaseld. EET—4%
EFHLVWERDTRAN —4EHET S,

5 PSEUDONYMIZATION AND ENCRYPTION

Encryption. All communication of our systems over public networks
is encrypted according to the state-of-the-art. Staffbase encrypts
user passwords by using best-practice one-way hash functions and
the core databases are encrypted at rest using industry best practice
encryption schemes.

Pseudonymization. Staffbase uses pseudonyms for
user-related interactions whenever possible.

storing

5 RBIERVEESE

EEit. Y RTLDANERYNT—H LIZEITEHETOHIaZa
—h—avld. BFOAEICHES>TREEIEIN TLVS, Staffbase
. RANTSHOTFARAD—F RNV B8HEE>TLI—HF—D
/\°Z'7 FEEESEL. A7 T —3R—R (I, ERRXNTS5HT4
EELAREFALT. RET—HDOESIENTTHATL
60
R4 1k, Staffbaseld, T—H—FEED AL 2593 %, TEDR
YIRZZEERLTHRET S,

6 INTEGRITY

Data Transfer Control: Data is transferred exclusively using the
encrypted HTTPS protocol.

Data Entry Control: Customer’s activities related to the creation and
update of user data records are logged.

6 sE2tt
T—ABELEE . T—2I%, ESBEELHTTPS T OraLEFEALT
BELEh B,

T—RANER: A —H—THEROERRVEHICEET S
BEQEST. OJEFIND.

7 AVAILABILITY AND RESILIENCE

Staffbase has designed a system meant to minimize any service

disruptions resulting from natural disasters, hardware failure, or

other unforeseen disasters or catastrophes. Staffbase’s Disaster

Recovery approach includes:

(a) Service quality: Staffbase uses state-of-the-art service
providers to help deliver the services.

(b) Backups: Staffbase performs daily backups on all relevant
systems, which are stored for up to a month and available for
restoration based on identified incidents.

(c) Dual mode: All production systems run at least in dual-mode

7 ARERVULSYIVR

Staffbaseld. BARKE. N—F Oz 7EEXITIZDMDFTHALLL

KEXIBEICERT I3 —EREZZR/MBRICHZZEEE

ELf-Y AT LEHRET L=, StaffbaseD K EFIBO 7 TO—F(Z

X, UTHREFENS,

(a) A —ERDRMEXIET DO RAHDH—ERT
ANA A —%{EH

(b)  /\vHTYT, staffbaseld, ETHEESRTLIZDONTE
B/\YOT7YvTEERL. N\vo7vTIIRR1y ABRES
NBESNEAVOTUNMIEIERIETEDLSH AT
BETHD,
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to provide a fast-performing failover.

(d) Global offices: Staffbase operates worldwide, and in the
event of regional issues in one of Staffbase’s offices, our
teams in other locations can support to help recover
smoothly.

(e) Disaster Recovery Planning: Staffbase’s disaster recovery
program focuses on technical disasters for the operation of
the Staffbase platform and includes plans for different
scenarios as well as regular training for the recovery team.
The team is therefore able to regain data in cases of

(c) TaT7INE—L, ETOEEVAT LIV ERLTATIL
E—KRTEMEL. B EDTMILF—N\—FIRH TS,

(d) FO0—/NILA T4 R, StaffbaselFHRDTEEXZEBLTS
L), Staffbase DA T4 RAD UV EDTHUIB G EEMNE L =15
A OB EDF—LIYR—IL T, RA—XZEIB%E
TIETHENTES,

(e) KEEIAEHE, StaffbaseD KEEIBT OIS LK,
Staffbase TS YR IA—LDERAD O DMK EIZE
BEYUTTHY . BEIRF—LOEHMHN —=2 5 &3,
BBV FVATOHELET, FDH. F—LILEERE

Data Protection Management: Staffbase has defined processes and
workflows for the processing of any Personal and Customer Data.
Implementation is regularly monitored by the security and legal
team.

Training: All employees of Staffbase receive annual security and data
protection awareness training.

Customer instructions: The persons authorized on the part of
Staffbase to accept and execute instructions from Customer are
specified by Staffbase in a binding manner. In general, these are the
Customer’s account manager and staff members of the Staffbase
customer success and support team.

emergency. BTLT—R%REERTHENTED,
8 TESTING, ASSESSMENT, AND EVALUATION 8 HER, SHERUERE

T—HRREEE  Staffbaseld. AAT—2DOLE(ZRETE5T0EX
RUD—970—%¢E&LTWS, BEfERRIE. 2Xa)T0RUE
BF—LDNEHMICERT S,

kL—=2% :Staffbase D EE (XL E. BELF )T T4
REEHBALIN —=25 %5215,

BEE DIE7R : Staffbasel BV TCEEMNLDIBREZIT AN, EIT
I RERDHBEIL. Staffbasel ZEYUHER DD H I TIEESN
TW3, —fRMIC. ChIFBEDTHIUAIR—Dr— HY
IZ. StaffbaseMHRAR—H I AR VY R—FF—LD A /8 —
THb,

9 SECURITY INCIDENT MANAGEMENT

All employees, contractors, and key suppliers are required to report
security incidents. Staffbase has a plan to promptly and
systematically respond to any security or availability incidents that
may happen. The Staffbase Incident Response Plan is based on
industry standards and consists of several stages designed to help
prevent, identify, and remediate security incidents.

Our Incident Response Plan also includes a Problem Management
process, designed to identify root causes and correct unknown
security incidents. The entire security team is trained to respond
according to the established Incident Response Plan. Data Breach
procedures are included in the Incident Response Plan and for those
incidents, the involvement of the Data Protection and Legal team is
required. Affected customers are notified of Personal Data Breaches
in accordance with the DPA.

This plan is reviewed and updated on a regular basis as part of
Staffbase’s 1ISO 27001 certification.

9 XA TAATTUNER

ETORES. FEERVEEYTSAV—IE. X2 UTa1Y
T UNERE T REFERD, Staffbaseld, BET DX To
XIFEAMEA VS TUMILTEON N DRFMIZH ST S
FHEDH D, StaffbaseA T U GETEN L, EFRITHEIZH DY
THEY., X )TA4140 o TUMDTIE. HBE. BRIEICRIDER
DAT—UTHEREIN TS,

Tl AV TUMRGEEIZ I, BEEEIOEANEENTE
YU, REDEX1)TFA4AV O TUrDBERERERHEL, 295
FOHZHEINTLD, EX 2 TAF—LEEMN, BEILShF=A2
TR BEEIZH S TRIETAESN—=2 T %2 TS A
DT UMNRIGETEIZIXBEAN T —AREREFEHRIEENTE
YU, ZOEIBAVITFURTIR, T—2RERVEBF—LOBES
NEHFEDTohd, BAT—2REDFEFZ(TI-FEEIL. DPAIC
H-TCRHMEZIT5,

ARETE L. StaffbaseDISO 27001 N —IRELTEHMICRES
nh. BEFHNnd,

10 VULNERABILITY MANAGEMENT

A vulnerability management process is established for the Staffbase
products, to ensure that vulnerabilities are identified, evaluated, and
resolved in a timely manner. Staffbase uses the industry standard
CVSS score to evaluate the severity of identified vulnerabilities.

Staffbase contracts with a third-party penetration tester to perform
independent penetration tests at least annually, to be compliant
with SOC 2 requirements. A summary of the most recent
penetration test is available in the Trust Center (trust.staffbase.com).

Staffbase has launched a private bug bounty program for continuous
security testing by a global community of ethical hackers. The bug
bounty program has helped improve our security controls for our

10 [EsEHEER

MESS RSN, SEESN ., WRFICERRIN D LSHET 57
8. Staffbase B GIZEALCTHEBHEEBR T O RN HISNTIVS,
Staffbaseld. ZERBHEDCVSSAOTEFRAL T BESIh-EHEMHE
DRANEZTFHET 5,

Staffbaseld. SOC 2D EHEETFT 5= E=BRI—3>
TAA—ZRFEL T, DK ELFEIEBMIR AL —2 30T R
EHT B RFIDARRNL—23 0 TANDBEL, MR 22—
(trust.staffbase.com) CRIERIBETH D,

StaffbaselXFARD /AT N T4TATSLEHRIL HROITY
HILNYh—aZ 2 =TI KD EN T2 T T ANEERL
TWB, NTNIUT4TOTS LI REET7TTIRVTOU
FAVRSHR AR OEX21) T EER LT, SREBRNZFIND
Tz
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ANNEX IV EEIV
LIST OF SUB-PROCESSORS PR S
An up-to-date overview of Staffbase Sub-Processors can be found at: | FxEFTDStaffbasefSNIEE DBEE (L.
https://staffbase.com/en/legal/subprocessors/. https://staffbase.com/en/legal/subprocessors/I &SN TLVS,
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ANNEXV
MODEL CLAUSES FOR RESTRICTED TRANSFERS UNDER EUROPEAN
DATA PROTECTION LAWS

WEZY
BRI T — 2 REEICEOHIR A RBEICET S ETILER

1 Applicability of the Model Clauses, Modules 2 & 3

(a) European Union (GDPR). The parties agree that when the
transfer of Personal Data from Customer (as “data exporter”)
to Staffbase (as “data importer”) is a Restricted Transfer and
the GDPR requires that appropriate safeguards are put in
place, the transfer shall be subject to the Model Clauses,
which are deemed incorporated into and form a part of this
DPA by reference, as follows:

(1) Module 2 (Controller-to-Processor) shall apply where
Customer is a data controller and Staffbase is a data
processor of  Personal Data; Module 3
(Processor-to-Processor) shall apply where both
Customer and Staffbase are data processors of
Personal Data. For each Module, where applicable:

(2) in Clause 7, the optional docking clause does not
apply;
(3) in Clause 8.9, any audits by Customer shall be carried

out in accordance with Clause 7.6 of this DPA;

(4) in Clause 9, Option 2 shall apply. For clarity, Staffbase
has Customer’s general authorization to engage
Sub-Processors in accordance with Clause 7.7 of this

DPA;

(5) in Clause 11(a), the optional language shall not
apply;

(6) in relation to Clause 12, any claims brought under

the Model Clauses shall be subject to the terms and
conditions set forth in the Agreement. For clarity, in
no event shall any party limit its liability towards
data subjects under the Model Clauses;

(7) in Clause 17, Option 1 shall apply. The parties agree
that the governing law for disputes related to the
Model Clauses shall be determined in accordance
with the ‘Governing Law’ section of the Agreement
or, if such section does not specify an EU Member
State, the Model Clauses shall be governed by the
laws of Ireland;

(8) in Clause 18(b), the parties agree that the forum for
disputes related to the Model Clauses shall be
determined in accordance with the ‘Jurisdiction and
Venue’ section of the Agreement or, if such section
does not specify an EU Member State, disputes shall
be resolved before the courts of Dublin, Ireland;

(9) Annex | of the Model Clauses, shall be deemed
completed with the information set out in Annex 1
and Annex 2 of this DPA; and

(10) Annex Il of the Model Clauses, shall be deemed
completed with the information set out in Annex Ill

of this DPA.

(b) UK (UK Data Protection Law). The parties agree that when
the transfer of Personal Data from Customer (as “data
exporter”) to Staffbase (as “data importer”) is a Restricted
Transfer under UK Data Protection Law, the Model Clauses as

1 EFILEEED1—I/L2RU3DEATTEEM

(a) ERE S (GDPR), IHEBEHE L, [T—42EHEIELT
D)BEEMNS ([T—2EHAE IELTOD)Staffbase~DEANT—ED
BENHIRIZEETHY . GDPRIZKYEILREFEBOEN
NEHEIToNDZIGE . UZOBEEETILEEORMRELY,
ETIEEIEUTOEYSETHIEICKYARDPAIZHAAND
N, ZORAND—EELTEHXLEEINDEIZEET S,

() FED2—II20BBEHNSUEE~ADHE) L. EEINE
AT—EADT—HEEE Staffbase N T—2NIEETH
SBEIEASN, ED1—I/IL3(NEBEMNSNIBEAD
BER) (X, A& &StaffbaseDAAMNBEAT—E2DT—4
NBETHAHGEITERING, RED21—ILIZDNT,
ZUTHEE. UTDESYET D,

(i) FIRIZEWT. AT arvDRyFoFEBEITERING

Ly,
EIEEIFICHB T, BEEICLDEEIL. ADPAFETEE
6IEIZHE>TEIEESNS,
FIRIZBWT. AT Yavo @RS S, BAREIZT 571
DIZFTE T B &, Staffbase|FEEE I D, ARDPAE7EE7
B> T, BEAEBEFERT 5 —BMWHFTEHTL
%,
(v) SFNEFEEQEBIZEVWT,. AT avEEITERINEGL,
(vi) SF12LIEELT, ETILELEIZE SV THLITHN
=SERIZIE, RERWVICEDHIEEN BRSNS, BREIC
FTBEHITHETEE, WHEBBEIZEWTE,. LWTHh
NDYUEEHL, TARERICHTIETILEEICEIKE
EERELEL,
FI7ERIZEWT. AT vavipN@RAEShS, LEE
(&, ETIVEEICEET 2HEDOENEHNREZHDIE
BLE I EBEICR>TRESN, XK, HEREEMEUMEE
EEEFELEWVMES . ETILEENTAILSUREIZE
I BEIEET D,
FISEEDL)BICHENT, MUFEHIL. ETILEEICE
EI MR RROGENARZH DI EEELEFIH KB
IZiE->TRESN, XIE, HHEFENEUMBEEHEL
HWMEE . MERTAILSURDE T ) D EHIFF TR
SNBIEICEET S,
ETIELIEMEZIL. ADPAMEEZ1IR U MIEZ 2125
HOHLEREL>TERLELDESA TSNS,

(x) ETILEEMHEZEIL. ADPAMBEENZERE D HS1E
WELOTCERLEEDERLEND,

(b) EE(ERT—RER MAFEE. (T—28@EE]
ELTO)BEEMNS [T—HEHAE 1ELTD)Staffbase~DE A
T—ADOBIEN, EET—HREXIEIHIRTRBIEETHS
BE . ADPAE7EESEE()BIZEDVTHAANONBETIL
FIEMN, UTOEEFMA TERASNDZEICEET S,

() ETFIILELEG. EEHEICHEETIBYERESN, SR
FAHBEIZKYAANLIN, KDPAD R A D—Ef&E
%,

(i) EEHEFEIEDORL 2R V3%, KDPAMIEZ. ME
Z2NRUVHBEVIZEEOHSEHREL>TERLIZE
DEHEESND,

EEHEEIHORIL. TWThOBEELREY %
BIRTDHLICKYERLIZLD EA LTINS,
ETIVEELERHEDORICFENHIIHE. ZEWE
BEI0FERUVEUEIRS>TRRTEZEDLET S,

(c) XA X (FADP) , i HEHF X, ((T—2E@HE I ELTD)E
B (TTF—2EH AE |ELTD)Staffbase~DEAN T —2 DB
/Y. FADPICE D HIR N RIITHDIHE . ADPAE 7L FERIEE

(iii)
(iv)

(vii)

(viii)

(ix)

(iii)
(iv)
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incorporated under Clause 7.8(c) of this DPA shall apply with

the following modifications:

(i) the Model Clauses shall be amended as specified by
the UK Addendum, which shall be incorporated by
reference and form an integral part of this DPA;

(ii) Tables 1, 2, and 3 in Part 1 of the UK Addendum shall

be deemed completed with the information set out in

Annex Il, Annex Ill, and Annex IV of this DPA;

Table 4 in Part 1 of the UK Addendum shall be

deemed completed by selecting "neither party"; and

any conflict between the Model Clauses and the UK

Addendum shall be resolved in accordance with

Section 10 and Section 11 of the UK Addendum.

(iii)
(iv)

(c) Switzerland (FADP). The parties agree that when the transfer
of Personal Data from Customer (as “data exporter”) to
Staffbase (as “data importer”) is a Restricted Transfer under
the FADP, the Model Clauses as incorporated under Clause
7.8(c) of this DPA shall apply with the following
modifications:

(i) in Clause 13, the competent supervisory authority is
the FDPIC;
(ii) references to “EU”, “Union”, and “Member State” in

the Model Clauses refer to Switzerland;

the term “member state” shall not be interpreted in
such a way as to exclude data subjects in Switzerland
from the possibility of accessing their rights; and

(i)

(O)BIZEDEHAANONDETILEEN, UTOEEEZMAZT
BWRINDZEIZAET S,

(i) FBERICBWNT, EEEEHEILFOPICTH S,

(i) ETILEFBEIZEITSHEV). ESIRVIMER | ~DE
RBlZ AL A~NDERET S,
MMNBEIEWSHEER . RIADT—A2EERINBELNDIE
T O R HuTEEEERN T DL THRIRLT
oAy AN
ETIVEEIZHITA— BT —2RERA L. T3RE
2016/679 1 R UTGDPRINDE K (L. FADPADE R ET
60

(iii)

(iv)

(iv) references to the “General Data Protection
Regulation,” “Regulation 2016/679,” and “GDPR” in
the Model Clauses refer to the FADP.
2 Processing Details under Annex | of the Model Clauses 2 ETIVEEMBEESICE SLIEDEEM
] ) A HEE—EK
A List of Parties

Data Exporter

Name: The Customer, as defined in the Order

Address: Customer’s address, as set out in the Order

Contact person’s name, position and contact details:
The Customer’s contact details, as set out in the Order

Role: Controller

Activities relevant to the data transferred under the Model Clauses:

Data Importer
Name: The Staffbase entity as defined in the Order
Address: Staffbase’s address, as set out in the Order

Contact person’s name, position and contact details:
privacy@staffbase.com

Role: Processor

Processing of Personal Data in connection with Customer’s use of the Services

TAMHE
BIRAEIXEDERITHOIES
ERT: AEXEICRBEOHOBEDERR

BEYEORE. REBEUVERS:
A IXEICEHDHIBEEDERE
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B Description of Transfer

B BELDEE

Categories of Data Subjects

See Annex Il of this DPA

Categories of Personal Data

See Annex Il of this DPA

Sensitive data (if applicable)

See Annex Il of this DPA

Frequency of the transfer

Continuous basis depending on the use of the Services by Customer.

Nature of the processing

See Annex |l of this DPA

Purpose(s) of the transfer

See Annex Il of this DPA

Duration of the processing

Staffbase shall process Personal Data for the duration of the
Subscription Term and for 30 days after, at which point the Personal
Data is deleted, unless otherwise agreed upon in writing.

Sub-Processor transfers

Staffbase’s Sub-Processors shall process Personal Data as necessary
to perform the Services. Subject to Clause 7.7 of the DPA, the
Sub-Processors shall process Personal Data for the duration of the
Subscription Term and for 30 days after, at which point the Personal
Data is deleted, unless otherwise agreed in writing.

T—A2EEOHTI)—

ADPAMIBENES R

BAT—20ATI)—

ADPAMIEENZES R

LTI T B BETHBE)

ADPAMIEEZNZS R

BE DR

BEICLSIEHY—ERDFAKREICEY, #ETHICEE

| LEBDMHE ADPAMIEEIZS I
BEDEMN ADPAMIEENZS R
AnIEHEARS Staffbaseld. YT RAHYTSa R P R UZF D %308 BE{E A
T—AENEL, COHRDRTHRTREAT—2ZHIKRT 5.
L. E@ICKBAEBEDEENHDIBEEIETDRY TIEAL,
BREEIZ k55 StaffbaseDENIBE (X, KXY —ERERBITTS=HHECIGL

TEANT—2%0EY 5, KOPAFTRE7TEEZFHELT, BOE
FEX HTRYITav AR RUZDO®0BEEANT—2%M0
BHL, COHMDRTRRTEAT —2%HIBRY 5. BL, E@EIC
FRRBDEELAHLHIBZEITZNRYTIFALY,
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Competent Supervisory Authority

C BB

For the purposes of the Model Clauses, the supervisory authority
that shall act as competent supervisory authority is either: (i) where
Customer is established in an EU Member State, the supervisory
authority responsible for ensuring Customer’s compliance with the
GDPR; (ii) where Customer is not established in an EU Member State
but falls within the extra-territorial scope of the GDPR and has
appointed a representative, the supervisory authority of the EU
Member State in which Customer’s representative is established; or
(iii) where Customer is not established in an EU Member State but
falls within the extra-territorial scope of the GDPR without having to
appoint a representative, the supervisory authority of the EU
Member State in which the Data Subjects are predominantly
located. In relation to Personal Data that is subject to UK Data
Protection Law, the competent supervisory authority is the UK
Information Commissioner’s Office. In relation to Personal Data that
is subject to the FADP, the competent supervisory authority is the
Swiss Federal Data Protection and Information Commissioner (as
applicable).

ETIEEBEOEMICENT, BEEE#BALLTITHT 2EER
B, UTOWTIHTHDELDET B, (NEEHEUMBERI
BIESNTLRIEE . EEOGDPRENBEICMLTEEEZETS
BIEHERE, (iR A EUMBERIZERII SN TULVALAS, GDPRD
M EASEICERAEL. RREZEHRLTVDEE. BEORE
EDHRIMETHAEUMBEDEEHE, (ii)EEIEUVINEE
RIZE :"Léin'cum\;b\ GDPR@Q“%JEFFJ%E“: ZaL, xS
FEGLTWEWNGE . T2 AN EICFRET HEUMBE D E
BHE, EET—2F x,faﬁ%t&éﬁ)k-r—akﬁbr(a ;4
EERIZIVI 3T —F I REEHEBHE LT 5, FADPDOXTRE
HBEANT—RIZELTIE R REHT—2FEIFHRIS VT
—H EEEEMELTS(RETEHE).
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