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The Japanese version is for reference purposes and the English version prevails.
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Staffbase Data Processing Agreement

StaffbaseT —2LIRE2HY

“Australian Privacy Laws" has the meaning given in
the Australian Privacy Law Addendum found at:
https://staffbase.com/en/legal/. Only to the extent
that Staffbase processes Personal Data governed
by Australian Privacy Laws, will the Australian
Privacy Law Addendum apply in addition to the
terms of this DPA.

“Canadian Privacy Laws" means the Personal
Information Protection and Electronic Documents
Act (S.C. 2000, c. 5), Quebec Law 25, and any other
federal or provincial legislation or regulations in
Canada related to Personal Data.

"Data Protection Laws"” means, to the extent
applicable: (i) European Data Protection Law, (ii) US
Privacy Laws, (iii) Canadian Privacy Laws, and (iv)
Australian Privacy Laws.

"European Data Protection Law"” means: (i) the
General Data Protection Regulation ((EU) 2016/679)
("GDPR"); (ii) applicable national implementations of
the GDPR in the European Union (“EU") and
European Economic Area ("EEA") member states;
(iii) in respect of the United Kingdom (“UK"), the
Data Protection Act 2018 and the GDPR as saved
into United Kingdom law by virtue of Section 3 of
the United Kingdom'’s European Union (Withdrawal)
Act 2018 ("UK Data Protection Law"); (iv) EU
ePrivacy Directive 2002/58/EC; as amended by
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Customer governing Customer’s use of the Services L\%H%éhf—%ﬂ*{—ﬁ‘d‘é R
(the “,:-c\greement"). Any capitalized term used but (b) = 4 ZEIS‘PA#“ K{#%—E‘Z(:I%EL’CF@%%%
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(b) The parties agree that this DPA replaces and | (c) EEZERUStaffoaseld. REZHIZHEITHEFEDBRIIXIE
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Services. WIEZERDH D,
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(c) Customer and Staffbase acknowledge that any EF 3,
exclusions or limitations of liability in the Agreement (e) ADPAIZ. StaffoaseDTOERR YUY O—/ NI BEER
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(d)  The DPA shall prevail if there is a conflict between FEUTIAREFEIEWNS)EFERAT 5,
the Agreement and the DPA.
(e) This DPA uses the ‘processor-controller’ standard
contractual clauses published by the European
Commission for the purpose of Article 28(3) GDPR
(Implementing Decision (EU) 2021/915 of 4 June
2021) (the “Clauses”) with minimal deviations to
reflect Staffbase’'s processes and our global
business.
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Directive 2009/136/EC; and (v) Swiss Federal Act
on Data Protection of 25 September 2020 and its
implementing regulations as amended, superseded,
or replaced from time to time (“FADP").

“Model Clauses" means, where European Data
Protection Law applies, Standard Contractual
Clauses for the transfer of Personal Data to third
countries pursuant to Regulation (EU) 2016/679 of
the European Parliament and the Council approved
by European Commission Implementing Decision
(EU) 2021/914 of 4 June 2021 (currently found at
https://eur-lex.europa.eu/eli/dec_impl/2021/914/0j),
as may be amended or superseded from time to
time.

"Personal Data" means any information relating to
an identified or identifiable natural person where (i)
such information is contained in Customer Content;
and (ii) is protected similarly as personal data,
personal information, personal identifiable
information under applicable Data Protection Law.
“Personal Data Breach” means a breach of security
that has resulted in the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure
of, or access to, Personal Data transmitted, stored,
or otherwise processed by Staffbase and/or its
Sub-Processors in connection with the provision of
the Services.

"Restricted Transfer” means, where European Data
Protection Law applies, a transfer of Personal Data
to a Third Country.

“Sub-Processor” means any Processor engaged by
Staffbase or its Affiliates to assist in fulfilling
Staffbase's obligations under the Agreement.
Sub-Processors may include third parties or
Staffbase Affiliates.

"Third Country” means (a) to the extent the GDPR
applies to the processing of Personal Data by
Staffbase, a country outside of the EEA which is not
subject to an adequacy decision by the European
Commission; (b) to the extent the UK Data
Protection Law applies to the processing of
Personal Data by Staffbase, country which is not
subject to an adequacy decision pursuant to Section
17A of the United Kingdom Data Protection Act 2018;
and (c) to the extent the FADP applies to the
processing of Personal Data by Staffbase, a country
outside the EEA and/or Switzerland not subject to
an adequacy decision by the Swiss Federal Data
Protection and Information Commissioner
("FDPIC").

"UK Addendum” means the International Data
Transfer Addendum issued by the Information
Commissioner's Office under s.119(A) of the UK
Data Protection Act 2018 (currently found at
https://ico.org.uk/media/for-organisations/documen
ts/4019539/international-data-transfer-addendum.p
df), as may be amended or superseded from time to
time.

"US Privacy Laws" has the meaning given in the US
State Privacy Law Addendum.

“US State Privacy Law Addendum” means the US
State privacy law addendum found at:

ARBIh-BMESEUVEELIFAI(EVU)2016/679 (1]
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https://staffbase.com/en/legal/. To the extent that
Staffbase processes Personal Data governed by US
Privacy Laws, will the US State Privacy Laws
Addendum apply in addition to the terms of this
DPA.

The terms “Controller”, "“Data Subject”,
"Processor"” and "processing” shall have the
meaning given to them under Data Protection Law
and “process”, “processes” and “processed" shall
be interpreted accordingly. Any other terms not
expressly defined here have the same meanings as
in the Agreement.

3 THE CLAUSES

Clause 1 - Purpose and scope

(a) The purpose of this DPA is to ensure compliance
with Data Protection Laws as they may be amended,
replaced or supplemented from time to time.

(b) Staffbase and Customer have agreed to this DPA in
order to ensure compliance with Data Protection
Laws.

(c) This DPA applies to the processing of Personal Data
as specified in Annex Il.

(d) The Annexes are an integral part of this DPA.

(e) This DPA is without prejudice to obligations to which
Customer is subject by virtue of Data Protection
Law.

() This DPA does not by itself ensure compliance with
obligations related to international transfers in
accordance with Data Protection Laws, where
applicable.

3 3L

1% - BRIRUEHE

(@) ADPAMEMIZ, FEFFHIE. BRI (IFETINST 2R
EENDEHNEBET HLITH D,

(b)  StaffbaseRUBEZFIT. T —2REE~NDENZHET D
=& . ARDPAIZEELT=,

(c)  ADPAIZ. MIEENEHEDHDEANT—2DNIEIER
hd,

(d) EHEZILARDPAORARD—EHTHD,

()  ADPAICKY. T—AREEEZEHELTHEETICRINDGE
BRGSO DEILFR,

(f)  ADPAIZ, (LY 55R) TN BEMNEIRT, T—2RHE
RIS EREBEICEET SRBDETERRT S
DTN,

Clause 2 - Invariability of the Clauses [Not applicable]

$2% - FBEOTLEMN [RGB

Clause 3 - Interpretation

(a) Where this DPA uses any terms as defined in Data
Protection Laws, those terms shall have the same
meaning as in the applicable Data Protection Law.

(b)  This DPA shall be read and interpreted in the light of
the provisions of the Data Protections Laws, to the
extent that they apply.

(c) This DPA shall not be interpreted in a way that runs
counter to the rights and obligations provided for in
the Data Protection Laws or in a way that prejudices
the fundamental rights or freedoms of the Data
Subjects.

E3% - fER

(@) ADPAICBWTT—HRELTERINIABEFERTS
SE. ETNODRAEITERAH LT —FREELELFRLEKE
595,

(b)  ADPAIZ, T—RREENFERSINZEHEAIZH T,
F—ARELEDHTEICESL TEHESNERSNS,

(c) ADPA%Z, T—RREENRETIEMNRUVUEFICRT S
BT, RIET—2EROERMEFN R XEREBLESKT
RIRLTITEDALY,

Clause 4 - Hierarchy

In the event of a contradiction between this DPA and the
provisions of related agreements between the parties
existing at the time when this DPA is agreed or entered into
thereafter, this DPA shall prevail.

A% - BERIERL

ADPAL. RDPANEGE SN AXITFDORICHESA-FA
THRETIMLEEMOBET 2AENRTELOMIZFELH
2158 . RDPANEET HEDET S,

Clause 5 - Docking clause [Not applicable]

5% - Py UK [B2AELABWN]

Clause 6 - Description of processing(s)

The details of the processing operations, in particular the
categories of Personal Data and the purposes of
processing for which the Personal Data is processed on
behalf of Customer, are specified in Annex .

E65 - NEDHE
MIBFIEDFH. FITEAT—20HTI)— RUBREITR
POTEAT—2ERET LB WEEINZEDS.

Clause 7 - Obligations of the Parties

71 Instructions

(a) Staffbase shall process Personal Data only on
documented instructions from Customer, unless
required to do so by local law to which Staffbase is
subject, such as EU or EU Member State law. In this
case, Staffbase shall inform Customer of that legal

FTE - LEBEDEF

71 #EE

(a)  Staffbaseld. EEMNOXELINIIETRAHDIEEIZD
H ABAANT—2FNET S, {BL, EUEXRIZEUNM B EE
% . Staffbase AV ERAM R THHEMEICIVNENET
DIFondiEEE. ZORYTIEEWN, ZOLIEHE.
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requirement before processing, unless the law
prohibits this. The Agreement (including this DPA),
any applicable Order Form(s), together with the use
of the Services, constitute Customer’s complete
instructions to Staffbase for the processing of
Personal Data. Subsequent instructions may also be
given by Customer throughout the duration of the
processing of Personal Data as long as they are
consistent with the terms of this DPA and the
Agreement. These instructions shall always be
documented.

(b) Staffbase shall immediately inform Customer if, in
Staffbase's opinion, instructions given by Customer
infringe Data Protection Laws.

7.2  Purpose limitation

Staffbase shall process the Personal Data only for the

specific purpose(s) of the processing, as set out in Annex

I, unless it receives further instructions from Customer.

7.3  Duration of the processing of Personal Data

Processing by Staffbase shall only take place for the
duration specified in Annex II.

7.4  Security of processing

(a) Staffbase shall at least implement the technical and
organizational measures specified in Annex Ill to
ensure the security of the Personal Data. This
includes protecting the data against a Personal Data
Breach. In assessing the appropriate level of
security, the Parties shall take due account of the
state of the art, the costs of implementation, the
nature, scope, context and purposes of processing
and the risks involved for the Data Subjects.

(b) Staffbase shall grant access to the Personal Data
undergoing processing to members of its personnel
only to the extent strictly necessary for
implementing, managing and monitoring of the
Agreement. Staffbase shall ensure that persons
authorized to process the Personal Data received
have committed themselves to confidentiality or are
under an appropriate statutory obligation of
confidentiality.

7.5 Sensitive data

If the processing involves Personal Data revealing racial or

ethnic origin, political opinions, religious or philosophical

beliefs, or trade union membership, genetic data or

biometric data for the purpose of uniquely identifying a

natural person, data concerning health or a person’s sex

life or sexual orientation, or data relating to criminal
convictions and offenses (“Sensitive Data"), Staffbase
shall apply specific restrictions and/or additional
safeguards where possible and when required under Data

Protection Law. Customer controls whether they process

any Sensitive Data in relation with the Staffbase Services

and Customer must ensure compliance with Data

Protection Laws when processing Sensitive Data.

7.6  Documentation and compliance

(a) The Parties shall be able to demonstrate compliance
with this DPA.

(b) Staffbase shall deal promptly and adequately with
inquiries from Customer about the processing of
Personal Data in accordance with this DPA.

(c) Staffbase shall make available to Customer all
information necessary to demonstrate compliance
with the obligations that are set out in this DPA and
stem directly from Data Protection Laws. At
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T—ADMNIB|IZBH I BEE M S Staffbase~DELEIER
*HERT 5. BEIX. TOBRLEAT —2LEARETS
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tT2E0ET 5,
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EIZHSE21DET S,

7.2 BHHOHFIR
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Bl ZDORYTIEALY,
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NET 3,
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WHELHEFETDH, TOABIZUEHZOBEANT—4~
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EULREICEET DT —2EHMNITIEAT—2(LUTIt&
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(e)

7.7
(a)

(b)

(c)

(d)

Customer's request, Staffbase shall also permit and
contribute to audits of the processing activities
covered by this DPA, at reasonable intervals or if
there are indications of non-compliance. In deciding
on a review or an audit, Customer may take into
account relevant certifications held by Staffbase.
Customer may choose to conduct the audit by itself
or mandate an independent auditor. Audits may also
include inspections at the premises or physical
facilities of Staffbase if mutually agreed and shall,
where appropriate, be carried out with reasonable
notice.

The Parties shall make the information referred to in
this Clause, including the results of any audits,
available to the competent supervisory authority/ies
on request.

Use of sub-processors

Staffbase has Customer’s general authorisation for
the engagement of Sub-Processors listed at
https://staffbase.com/en/legal/subprocessors/.
Staffbase shall specifically inform in writing
Customer of any intended changes of that list
through the addition or replacement of
Sub-Processors at least 30 days in advance,
thereby giving Customer sufficient time to be able to
object, to such changes, solely based on
reasonable data protection grounds related to the
protection of the Personal Data, prior to the
engagement of the concerned Sub-Processor(s).
Staffbase shall provide Customer with the
information necessary to enable Customer to
exercise the right to object. Customer's notice shall
contain the grounds for the objection. The Parties
shall discuss Customer’s concerns in good faith
with the intention of achieving a commercially
reasonable solution. If Parties are not able to find a
solution, Staffbase and Customer each have the
right to terminate the Agreement, including any
related Order, with 30 days' notice and without
liability to either party.

Where Staffbase engages a Sub-Processor for
carrying out specific processing activities (on
behalf of Customer), it shall do so by way of a
contract which imposes on the Sub-Processor, in
substance, the same data protection obligations as
the ones imposed on Staffbase in accordance with
this DPA. Staffbase shall ensure that the
Sub-Processor complies with the obligations to
which Staffbase is subject pursuant to this DPA and
applicable Data Protection Law.

At Customer’s request, Staffbase shall provide a
copy of such a Sub-Processor agreement and any
subsequent amendments to Customer. To the extent
necessary to protect business secrets or other
confidential information, including Personal Data,
Staffbase may redact the text of the agreement
prior to sharing the copy.

Staffbase shall remain fully responsible to Customer
for the performance of the Sub-Processor’s
obligations in accordance with its contract with
Staffbase. Staffbase shall notify Customer of any
material failure by the Sub-Processor to fulfill its
contractual obligations to process Customer’s
Personal Data in accordance with this DPA.

(c)

(d)

(e)

(c)

BuBEEDOFER
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VZDRDEEDELEZBERICIRHET 5, Staffoaseld.
TEMERIIZTOMOBEER(BEAT—2EET )%
RETH-HITRELSEET, ELERET BRI, 224
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EEEHIZSWTEAT—2AEEX (XEENICE=ZEIC
BinSh 15412, Staffbase RUHZENEEN, T
IVEEZFEALT, BRI T —2REE. R, %47 515
BIXREHE~NDENEHERT IIENTESLLIZRAE
T2, BL. E%ETIILEEDOFERICEATIEHERS
BIFnIERSAL,

BEEHM LStaffoase~DEAN T —2DIBENHIR T RFE
BRICER YL, BN T —2RERICKYBEU LR EFREE
CARIENEHIToNDIGE . UERBEIIETILEED
FHREGY, ETIVEEITHMBEV(ETILEIE) ITH-T
ADPAIZH A AN, ZDRAA DD —EEHT EAHLES
s,
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(e)
7.8
(a)

(b)

(c)

[Clause 7.7(e) is intentionally deleted]

International transfers

Any transfer of Personal Data to a Third Country or
to an international organization by Staffbase shall
be done only on the basis of documented
instructions from Customer or in order to fulfill a
specific requirement under local law to which
Staffbase is subject and shall take place in
compliance with Data Protection Law (as
applicable). Staffbase may transfer Personal Data to
its Affiliates or its Sub-Processors located in a Third
Country, subject to the notification requirements of
Clause 7.7.

Customer agrees that where Staffbase engages a
Sub-Processor in accordance with Clause 7.7 for
carrying out specific processing activities (on
behalf of Customer) and those processing activities
involve a transfer of Personal Data, either directly or
indirectly, to any Third Country, Staffbase and the
Sub-Processor can ensure compliance with
European Data Protection Law by using the Model
Clauses and, where relevant, the UK Addendum,
provided the conditions for the use of those Model
Clauses are met.

When the transfer of Personal Data from Customer
to Staffbase qualifies as a Restricted Transfer, and
European Data Protection Law requires that
appropriate safeguards are put in place, the transfer
shall be subject to Model Clauses which shall be
deemed incorporated into and form an integral part
of this DPA in accordance with Annex V (Model
Clauses).

Clause 8 - Assistance to Customer

(a)

(b)

(c)

Staffbase shall promptly notify Customer of any
request it has received from the Data Subject (“"Data
Subject Request”). It shall not respond to the
request itself, unless authorized to do so by
Customer.

Staffbase shall assist Customer in fulfilling its

obligations to respond to Data Subjects’ requests to

exercise their rights, taking into account the nature
of the processing. In fulfilling its obligations in
accordance with (a) and (b), Staffbase shall comply
with Customer’s instructions.

In addition to Staffbase’s obligation to assist

Customer pursuant to Clause 8(b), Staffbase shall

furthermore assist Customer in ensuring

compliance with the following obligations, taking
into account the nature of the data processing and
the information available to Staffbase:

(0 the obligation to carry out an assessment of
the impact of the envisaged processing
operations on the protection of Personal Data
(a ‘data protection impact assessment’)
where a type of processing is likely to result
in a high risk to the rights and freedoms of
natural persons;

(2)  the obligation to consult the competent
supervisory authority/ies prior to processing
where a data protection impact assessment
indicates that the processing would result in
a high risk in the absence of measures taken
by Customer to mitigate the risk;

8K - AENDXIE

(a)

(c)

(d)

Staffbaseld. T—2E XN LZBLE-EE (LTIT—4
FIRDEEE) LWL IZDONT, BOMNICERICENT
%, Staffbaseld. EEMNSHAIIN-HEERE. BOE
FIHIGLTIEESEL,

Staffbaseld. LEDHEEZEELT. BEENT—2EK

[CEBEFITHEDERICKIGTIECNDEREREITTE

BESFIET S, (@) RUD)IH-TEHELZRBITIT B,

Staffbaseld. BEDIETRIZHES,

StaffbaseMESEFE (b)IEICK--FEEEXIETHETS

[ZinZ . Staffbaseld&n|z, T—42NEBOMHE RV

StaffoaseNAF TELBFHEZELT.EELUTDOE

HOEFEHETEDILOSXIET S,

(1) NEOEHECIY. BARAAOEFRUBERIZHL
BURIEELDHAREENE NG S, RS D0
BEBENEANT—HREICERIZELITHHT S
(UTTT—2REBZETM 1LV, ) &

(2) T—HRFREZENET, BENURVERELZHELC
BHNIENEBOHERES W ROBELDIENTE
INDIGE. LIERIICEEE BB (EROEE
ST, ITHATIER.

(3) NEAOBEAT—ILFEREX(EEHLNE
StaffoaseNR IV -I5E . BRI <EEICER
L.BAT—EINEETRIDEDTHILSBE
ERCE T

(4) THAREZZEDDIER.

MYEEL, StaffbaseANAFKIBEDERICOVWTERTE

XETAH=OIHELETLEATN - AR R. RU.

WELTBEOHEELEEE. MEZENIZRET 5,
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(3)  the obligation to ensure that Personal Data is
accurate and up to date, by informing
Customer without delay if Staffbase becomes
aware that the Personal Data it is processing
is inaccurate or has become outdated;

(4) the obligations in Data Protection Laws.

(d) The Parties shall set out in Annex Ill the appropriate
technical and organizational measures by which
Staffbase is required to assist Customer in the
application of this Clause as well as the scope and
the extent of the assistance required.

Clause 9 - Notification of Personal Data Breach

In the event of a Personal Data Breach, Staffbase shall

cooperate with and assist Customer for Customer to

comply with its obligations under Data Protection Laws,
where applicable, taking into account the nature of
processing and the information available to Staffbase.

9.1 Data breach concerning data processed by
Customer

In the event of a Personal Data Breach concerning
Personal Data processed by Customer, Staffbase
shall

assist Customer:

(a) in notifying the Personal Data Breach to the
competent supervisory authority/ies, without undue
delay after Customer has become aware of it, where
relevant (unless the Personal Data Breach is unlikely
to result in a risk to the rights and freedoms of
natural persons);

(b) in obtaining the following information which,
pursuant to Data Protection Laws, shall be stated in
Customer’s notification, and must at least include:
(1) the nature of the Personal Data including

where possible, the categories and
approximate number of Data Subjects
concerned and the categories and
approximate number of Personal Data
records concerned;

(2)  the likely consequences of the Personal Data
Breach;

(3)  the measures taken or proposed to be taken
by Customer to address the Personal Data
Breach, including, where appropriate,
measures to mitigate its possible adverse
effects.

Where, and insofar as, it is not possible to provide all this

information at the same time, the initial notification shall

contain the information then available and further
information shall, as it becomes available, subsequently be
provided without undue delay.

(c) in complying, pursuant to Data Protection Laws,

with the obligation to communicate without undue

delay the Personal Data Breach to the Data Subject,

when the Personal Data Breach is likely to result in a

high risk to the rights and freedoms of natural

persons.

Data breach concerning data processed by

Staffbase

In the event of a Personal Data Breach concerning

Customer’s Personal Data processed by Staffbase in

relation to the Services, Staffbase shall notify Customer

without undue delay after Staffbase having become aware
of the Personal Data Breach. Such notification shall

9.2

FIE - AAT—2REDEM

BAT—2RBENFELELIGE. Staffoaseld. T—2UNEDH

B RUStaffbase N AF TELEHEEEL T, LT I58. 8

ENT—ARERCEINEBRERBITTELLSBERFLIHAL. X

E%1715,

91 BEMNMLIETEIT—ARIEITIZITHEE
BENMBIIEAT—2EITZEAT2EENRLEL-SE
4. Staffbaseld. L TFICDOWTEEEXIET S,

(a) ZUTHHE.BENMEAATEEEICR OV E.FTY
RSB CEEEEHE(BHOGEEEET,)IZEAA
F—ABREFBMTSHEEL, YZBEAT—EEENE
ARADIEFRUVBRICURYZRIFTAIESENMENES
1%, ZDRYTIEALY),

(b)  LUTOBHERETEIE, COBRIE. T—2EEEIC
H-THEE~ADBEMICEEHL, MIKELUTESTINDE
T5,

(M BEAF—2OME, NICIE., TEELRY. R
BT —REEONTI)—EBBRVERTEA
FAREOHTI)—EBHEST,

(2) HUEBEAT —ARFICL>THRETSAHMED
HHZE,

(3) EEEIFLUZBAT—HBREICHETS=HIZH-
. RIZWMBZENFESNDIEE EUHIGEIC
X, £ELATEEEDH I EZEERFT H-HD
BEEST.),

hoDFEROLTERBICIRBT HIENTARETHIHEIC

RY. RFMOBEMIZIEZF DR A CAFURELERELEH TS0

EL. ZFNLULEDIERIZ. AFAREEHDIZH-T, BB HE

RIS,

() MBAT—SEENEBAAOEFNRUVBRICHLEIRIE
1T aAREENSMGE . T—2REEICH-T. BN
T—AREIZODVWTALEEFLKT—2ERKIZHSE S
EEEETTHILE,

9.2 Staffbase NI BT —RIZHTEHIT—HRE

Y —EXIZEEL T, Staffbase N NIEFTIBEEDEAT—

RZBETREAT—HBRENRLELIGE. Staffoaseld.

StaffbaseNMEANT—2BEICR OV =%, FTHLEHRGEE

IZEENT 5, COBRICIE, DKELUT OERELEHT .

(a) REOHEICHNSEEM (AT THNIL, BRTEHT—4
FRET—ARBEDOHTI)—EBHEED),

(b) T—HREICEATIHMEREAFTIHODEREE
iR

() T—EBREIZE>THELDTREEDHIFZERD., T—4
REICKIEEZELEMTH-HIZEE L. RITEEE
BELIEE,

ChoDFERMODLTERBICIRBT HAIENTARETHIESIC

RY., RYOBHAIZIZZ OB ETAFARELERETLEHL. Th

LLEDIERIZ. AFAREICARBIZHE-ST, B AF LB GR

9 2LDET B, £1-. Staffbaself BAT—2EREEHZ . 5

EL,. BT 5=0I1C, @Y TEENGEEZELCS,
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contain, at least:

(a) a description of the nature of the breach (including,

where possible, the categories and approximate

number of data subjects and data records
concerned);

the details of a contact point where more

information concerning the Personal Data Breach

can be obtained;

(c) its likely consequences and the measures taken or
proposed to be taken to address the breach,
including to mitigate its possible adverse effects.

Where, and insofar as, it is not possible to provide all this

information at the same time, the initial notification shall

contain the information then available and further
information shall, as it becomes available, subsequently be
provided without undue delay. Staffbase shall also take
appropriate and reasonable steps to contain, investigate,
and mitigate any Personal Data Breach.

The Parties shall set out in Annex Il all other elements to

be provided by Staffbase when assisting Customer in the

compliance with Customer's obligations under Data

Protection Laws.

(b)

MEEET, THREEEEZTOEBOEFICEALT
StaffbaseNBAEEXET IRITIRMTHEOMOETHESR
. MEEINHEET S,

Clause 10 - Non-compliance with the DPA and
termination
(a) Without prejudice to any provisions of Data
Protection Laws, in the event that Staffbase is in
breach of its obligations under this DPA, Customer
may instruct Staffbase to suspend the processing of
Personal Data until the latter complies with this DPA
or the contract is terminated. Staffbase shall
promptly inform Customer in case it is unable to
comply with this DPA, for whatever reason.
Customer shall be entitled to terminate the
Agreement insofar as it concerns processing of
Personal Data in accordance with this DPA if:
(1) the processing of Personal Data by Staffbase
has been suspended by Customer pursuant
to point (a) and if compliance with this DPA is
not restored within a reasonable time and in
any event within one month following
suspension;
Staffbase is in substantial or persistent
breach of this DPA or its obligations under
Data Protection Laws;
Staffbase fails to comply with a binding
decision of a competent court or the
competent supervisory authority/ies
regarding its obligations pursuant to this DPA
or applicable Data Protection Law.
(c) Staffbase shall be entitled to terminate the
Agreement insofar as it concerns processing of
Personal Data under this DPA where, after having
informed Customer that its instructions infringe
applicable legal requirements in accordance with
Clause 7.1 (b), Customer insists on compliance with
the instructions.
Following termination of the contract, Staffbase
shall delete all Personal Data processed on behalf
of Customer and certify to Customer that it has
done so, or, if requested by Customer, return all the
Personal Data to Customer and delete existing
copies unless Data Protection Law requires storage
of the Personal Data. Until the data is deleted or

(b)

(2)

(3)

(d)

$£10% - DPAD BT R UERR

(a) THREEOHETEEELSTEEL, StaffoasehADPA
IZEKEHICERL-GE . EEL. Staffoasel=xtL.
BEINARDPAZESFT HFE T, NIFZUMIEBREINLE
T EBAT—EDNEBEEILETEEIETTHENTE
%, Staffbasel, BAIZHMHDT ., ADPAZETFI S
ENTERNWE A, BONCERISEMT S,

BEEIX. LTDEBE. KDPAIZHS=EAT—2DMIE
BT ARY. REZHNEHEIRT DEFNEET D,

(1) StaffbaselZ&BEAT—2DMIEN, 5 (a)IB(Z
- THEEIZKYEILLESh, ADPADESFNSE
ML EIRIC, £ AERBELEIENIDIZA
LRICEESNEMES,

Staffbased’, RDPAX X T —2RFEEICEDCH
DOEFIC. EEMXIIEGENIERT S84,
Staffoasen’, ADPAX [T —2REXIZHE-1=-H
COEFICEL T, EERHIFr XIS TR
(BHOBEEET, ) DHERAHIREIZEDL
WA,

(c)  StaffbaseABEFIZHL. F7EF1EE (0)SIH-T. B
EDIETAEEHIERLEOEHIZEMT I
[ZEhD 5T BENFDHRLIBRIZHSKSEIRLY:
B4 . Staffoaseld. ADPAIZEIEAT—2DNIE(C
BLETARYICHENT, REBHZRERTIENEET S,
RO KR, Staffbaseld. BEICRbH-THIEL-2
TOEANT—2ZHIBRL. BRICHLTEDEREFIIAT
Ah. RIFBEEDEEZLAHNIE. ETOREANT—HZEE
ISREIL. BEOBLEHIGRT 5. BL. T—2REEHIE
AT—ADREZEHF DT TLBIEEIZZTDORY TIEAE
Ly, Staffbaseld. T—2ZHIBRLXILIRENTHET, &
DPADE-FRIEEZHET 5,

(3)
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returned, Staffbase shall continue to ensure
compliance with this DPA.
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ANNEX |:
LIST OF PARTIES

HEZL
LEF—B

Customer:

Name: The Customer as defined in the Order.

Address: The Customer's address as set out in the Order.
Contact person’s name, position and contact details: The
Customer’s contact details as set out in the Order or in the
Agreement (as applicable).

Signature and accession date: The Customer’s signature
and date as set out in the Order.

BE:

AR IXNEDEEICHSIBEE.

T A XEICEH O HIBEEDE,

HLUEDRE . REBRVERE: KMETXEIIERZH(WLThH
MNELTEH) IRBEDHIBEEDERE,

EZRUVZAR - ANIXECREOHIBEZTNDELRUAH,

Staffbase:

Name: The Staffbase entity, as defined in the Order.
Address: Staffbase’s address as set out in the Order.
Contact person’s hame, position and contact details:
privacy@staffbase.com.

Signature and accession date: Staffbase’s signature as
set out in the Order or the Agreement.

Staffbase:

LR AREEXEDERICHESStaffbaseii A,

FFT: AFFEXEICERE D H S StaffbaseD{EFR,
BHYUEODRE. KERVERSL: privacy@staffbase.com,
ELZRUZAR A EXEICSEH D HSStaffbaseDESR,
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processed

) Employees

or

ANNEX Il HEEN
DESCRIPTION OF THE PROCESSING NEOAR
Categories of data subjects whose Personal Data is BAT—2HNEBEINDET—2EAROHTI)—

o MEICKYAHY—EROERAXIETI/REHAEINI-HE

other individuals authorized by XEXIZTDOMHMDOEA,
Customer to use or get access to the Services;

o EEBEA—)LRUStaffbase EA— LB RIZESET S E

e In relation to the Employee Email and Staffbase Email A—ILDREA,
products, Email Recipients;

° Sa= =L BB RICEET S, VY=V ILATAT

e In relation to the Communications Control product, DEHE,
Social Media Contacts.

[ categories of Personal Data processed | mEENZEAT—2OATI)—
Employee App & S . L . - -,
Front Door Profile information: User profile information, such as name, email address, position,
Intranet department, and location and other required or voluntary profile information

Login data: Email address and password.

Content: Any other Personal Data contained in Customer Content, for example Personal
Data in chats or in media files.

Technical information: Device type, IP address, User ID, operation system, browser type, user
agent, timestamp of visits and local storage.

Employee Email

Account information: Full name, email address, and password of Authorized Users.

Email information: Full name and email address Email Recipients, distribution list names
entered into the To and CC fields, content of email newsletter templates and drafts, and
subject lines.

Email metrics information: Approximate location of Email Recipients (used to identify time
zone settings and used in relation to internal email metrics); information about email
engagement, including, but not limited to: when an email newsletter is read, when a link in an
email newsletter is clicked, collected by tracking technologies such as pixels and cookies; and
any optional segmentation information uploaded by Customer, such as the job title,
department, or office location.

Technical information: Device type, IP address, User ID, operating system, browser type, and
visit and usage information.

Staffbase Email

Profile information: User profile information, such as name, email address, position,
department, and location and other required or voluntary profile information.

Login data: Email address and password of Authorized Users.

Content: Any other Personal Data contained in Customer Content, for example Personal Data
in email content or in media files.

Email metrics information: Information about email engagement, including, but not limited to,
when an email newsletter is read, when a link in an email newsletter is clicked, collected by
tracking technologies such as pixels and personalized links.

Technical information: Device type, IP address, User ID, operation system, browser type, user
agent, timestamp of visits and local storage.

Staffbase DPA —v2023q4
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Communications
Control

Account information: Full name, email address, and password of Authorized Users.

Social media conversations: @Handle of social media account, first name and last name of
Social Media Contacts, content of message, and conversation history.

Content: Any other Personal Data contained in Customer Content.

Technical information: Device type, IP address, User ID, operation system, browser type, user
agent, timestamp of visits and local storage

‘éﬁf;ﬁiﬁ” ® TOT—LIEH: KA. EA—ILTFLR. B, BRSNS, AZ01—F—TOT—ILIERES. 20
ok HDKERIEFEEDTOT—ILIER,
@ O5A T—5 . EA—IL7RLARUVP/INRAT—K,
@ TV FAIROATAT IFZFAILFDENT—2%E  BEAVTUVIZEENZFDMOEANT—4,
@ HIfIEHR: TNAADFELE, IPPRFLA, 2—HF—ID,. ARL—2aV P AT L, TS99 —DEE, 12—
H—I—Txh SHEABDEA LRI TRUPO—HILAN—2,
fERAESA—IL ® FHYUMER: BELI—F—DES. EA—LTRLRRU/SRT—F,
@ EA—/LIEHREA—ILZEEDRLARUVEA—ILTRLRX, TORUICCHIZANEINBEIES ) ALE , EA—
WZa—RLA—TFTUTL—bRUTEEQaVTUY., BVIHA,
@ EA—JLAR)ORIER EA—ILZEEDBRAIE (F/ LY —VERTEDEEIZERIN, E-WNEEA—/L
A HRIZEBELTEDLND, ) . EA— LIS —C AV M T B1EHR (W DEA— /L= —XLA2—% A
. WDEA—IL=a—RLEA—RAD I HIED )TN (ETRILOIyF—Z 0BT LY INE
T5,)EEOCHAENLIZBOLAEL, ) RV, BE. IEHE. A 7/ ROFEME. BENEEIZTVT
O—K§5t5 A0T—2aViER.
O HER: T/INAADIELE. IPFRLR, A—HF—ID. ARL—TFA4U TV RT L, TS5HF—DIEHER W,
AR - ERAICBE T 515,
Staffbase EX—0L | @ Sno— i E4. EA—LFELR. B, FEHE. MAZO1—¥—TOT—ILIER. RU. 7
DD HERIFEETOT4—ILIER,
® NJA T2 BELI—H—DEA—LT7RLARUV/INRAT—K,
@ LTV EAINDAVTUYPATATIFAINHFDEAT —EE  BEIAVTUVICEFENDZTDHD
BAT—%,
® EA—JLAR)ORIER : N DEA— I =2 —RLA—FHAED., WIEA—IL=2—RLA—RHND2 %D
Y oLE= (BT ILBIS—YFSAAEN=D U0 0BRIRIICKVINET S, ) ZETHAENLIZRS
NIZWN EA—=)LIU T —D AV MZET 51E R,
@ HIfIEHR: TNAADFELE, IPPRFLA, a—HF—ID, ARL—2aV AT L, TS99 —DEE, 1—
H—I—Txh HREABDEA LRI TRUPO—HILAN—2,
Sazi—1avE . &R . 5 . . . .
- ® 7HOUMER - BELI—H—DKE.EA—ILTRLRARUT/IIRT—F,
Q@ VWA TATDREE: Y=V ATATFTHIVRD@NIRIL =2 VAT AT B FEDMA
AytE—SDIAVTUYRVEERE,
® IUTUY BEAVTIUVIZEENDIFDMDEANT—4,
@ HIfiEHR: TNAADIEE, IPPRLA, 2—F—ID. ARL—2aV P AT L, TS99 —DiESE, 12—

HF—I—Cxbh, FREABDRALRETRUEA—HILAN —

| Sensitive data processed (if applicable) and applied

[ B2t T4 IT AR (GRLETEER) . RUT—2DHEE
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restrictions or safeguards that fully take into
consideration the nature of the data and the risks
involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff
having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or
additional security measures.

RUZNIZHESURDET B RBLI-ERASNHHIR X ITRE
FEBRWPGIZLEHEEGEADOHIR, 7o XDOHIR (FFMEN—
VT ERITIZRARYIDHDTIEREED) %, ). T—3~D7T
VEADEHEOHEF. BBEOHR. RITEMDEF1)T%t
®o

The extent of any special categories of Personal Data is
determined and controlled by Customer and may concern
the following categories:

racial or ethnic origin;

political opinions;

religious or philosophical beliefs;

trade union membership;

data concerning health; and

data concerning a natural person's sex life or sexual
orientation.

BWRAGATI)—DEANT—2OHET. BENRELT. EET
550 EL. UTOATII—ICEET A1 H 5,
AEHXIEREMHE

o BUAKIRSR

o  REMNITEZMNIESR

o  FEESOMAIKR

o BEICEATET—H

o HAAOMEFEITHMIERICETET—42

Nature of the processing

Staffbase processes Personal Data to the extent
necessary to provide, maintain, support, and improve the
Services.

MEBOHE
Staffbaseld, K+ —E RDRHE. #iF. HR—FRUHEDT-
HIZHEZFEEANIZSNT, BAT—2ENIET D,

Purpose(s) for which the Personal Data is processed on
behalf of Customer

Staffbase shall process Personal Data as necessary to
provide the Services in accordance with the Agreement, as
further specified in the Order, and as further instructed by
Customer in its use of the Services.

BEICRh>TREAT—42%0ET5BH

Staffbaseld, REZHIZHE>TARGEH—ERFRET S0, 5
[ZREEXEICHRESNTZEY., FELICEENRES—ER
DFABIZENWTHERT 58EY . REICISCTEAT—4%0IEY
%’0

Duration of the processing

Staffbase shall process Personal Data for the duration of
the Subscription Term and for 30 days after at which point
the Personal Data is deleted, unless otherwise agreed in
writing.

AL TR HA RS

Staffbaseld. T RT3 B H RUFD#%30HREEA
T—HRENEBL, COYBOKR THRATEAT—2%4IkRT 5. B
L. EAICKBIFEDEENHDGEIETFDREYTIIEL,

For processing by (sub-) processors, also specify
subject matter, nature and duration of the processing
Staffbase's Sub-Processors shall process Personal Data as
necessary to perform the Services. Subject to Clause 7.7
of the DPA, the Sub-Processors shall process Personal
Data during the Subscription Term and for 30 days after at
which point the Personal Data is deleted, unless otherwise
agreed in writing.

(1B)MIBFIZKBMIBIZONWTIE, NEBOERE, HERUEBD
HESTD

StaffbaseDENIEE (X, KEH—EREETT 5=OBEICIG
CTEAT—5ZNIET S, ADPAFE7EFE7IEEZEHELT, L
BEE, IR Ta v HiMb R UZ0O%30BEEAT—42
WL, COHROR THATEAT—2%HIRT5. BL. &
HICKBFEDEELHDEEILZDRYTIELEL,
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ANNEX IlI
SECURITY MEASURES

Z1
X T AR

1 SECURITY CERTIFICATIONS

ISO 27001: Staffbase's information security management
system (ISMS) is ISO/IEC 27001:2013 certified. Customer
may download a copy of Staffbase’s most recent ISO
certificates at https://staffbase.com/en/security/.

System and Organization Controls (SOC) 2 Report ("SOC
2"): Staffbase's ISMS is SOC 2 certified. Subject to
confidentiality agreements being in place, Staffbase will
make a copy of the then current SOC 2 Type 2 report, or
report or other documentation describing the controls
implemented by Staffbase that replace or are substantially
equivalent to the SOC 2 report, to Customer on request.
Communications Control Specific - Security: Customer
agrees and acknowledges that the SOC 2 certification is
not (yet) applicable to the Staffbase Service
‘Communications Control'.

1 ) TR

1SO 27001: StaffbaseDIFEFHEF 1) TAIX AR AV I RTL(
ISMS) [£. ISO/IEC 27001:2013Z 5 MFL TV, BEEIL.
https://staffbase.com/en/security/hi5>Staffbase D &xEFH D
ISOFEIEAES o O—KTRIEMNTES,

SOC (System and Organization Controls) 2 L/R—k (LA TFT
SOC 21&LV), ) : Staffbase®ISMSIE., SOC 2ZR5FFHFL TLY
%, BB RFZHANFERIN TSI LEEMHLL T, Staffbase
X, ZDBEETE#ESOC 2814 T 2L R—FDEL, X(FSOC 2
LR—KMZRREBT 2H. EEMNICRZD. Staffbaseh fEITLI-E
BFEREHATHILR—IELLIIFOMDORF A, BEE(C
IGCCRERICIRET S,

OS2 =4 —2a v BRICEELRD - EX )T BRI,
SOC 28 h'StaffbaseDA{EH—ER D22 =4 —2 30 FHE
IZIX(ER)BERINGNEICRAEL. ThEEHS,

2 ACCESS CONTROLS

Physical Access Control: Staffbase takes reasonable
measures to prevent unauthorized persons from gaining
physical access to Customer Content. Security measures
include but may not be limited to:

(@) The applications are hosted in ISO 27001 certified
data centers. Physical access to these
data centers is highly restricted.

(b) Access to the Staffbase offices is limited to
Staffbase employees and authorized individuals.
Guests are welcomed at the door and accompanied
to the contact person. The issue and return of the
access media is documented in writing.

(c) Access to the Staffbase offices is timely removed in
the event of a change in job responsibilities or job
status.

Employee App / Front Door Intranet / Staffbase Email

Specific: Internal Access Control: Staffbase takes

reasonable measures to prevent unauthorized Staffbase

personnel from gaining access to Customer Content.

Security measures include but may not be limited to:

(a) A selected number of Staffbase personnel has access

to Personal Data in the following roles:
3rd Level Access - System administrator: Personal
access to all Personal Data within the
corresponding customer instance, including the
database.
2nd Level Access - Support Administration:
Personalized access to all Personal Data within the
associated customer instance, but no server or
database access.
1st Level Access - Customer Success Access:
Access to all Personal Data within a customer
instance through the application according to
Customer’s approval. No access to databases is
available. Customer Support Access is not
person-specific and is available to all members of
Staffbase's customer success and customer
support teams.

(b) The roles defined above are assigned to the
minimum number of Staffbase personnel. The
allocation of roles is recorded and reviewed at least
once a year.

2 THOEREHE
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Employee Email Specific: Internal Access Control. If
Customer has purchased Employee Email, then Staffbase
will take reasonable measures to prevent unauthorized
Staffbase personnel from gaining access to Personal Data
processed in relation to Employee Email. Security
measures related to Employee Email include but may not
be limited to:

(a) A selected number of Staffbase personnel has
access to Personal Data in the following roles:
Developer Access: Personal access to all Personal
Data within the corresponding customer instance,
including the database.

Customer Success Access: Personal access to the
customer instance on behalf of the respective
Admin User, but no server or database access.

(b) The roles defined above are assigned to the
minimum number of Staffbase personnel. The
allocation of roles is recorded and reviewed at least
once a year.

Communications Control Specific: Internal Access

Control: If Customer has purchased Communications

Control, then Staffbase will take reasonable measures to

prevent unauthorized Staffbase personnel from gaining

access to Personal Data processed in relation to

Communications Control. Security measures related to

Communications Control include but may not be limited to:

(a) A selected number of Staffbase personnel has access
to Personal Data in the following roles:
3rd Level Access - System administrator: Personal
access to all Personal Data within the
corresponding customer instance, including the
database.
2nd Level Access - Support Administration:
Personalized access to all Personal Data within the
associated customer instance, and limited access to
server or database access.
1st Level Access - Customer Success Access:
Access to all Personal Data within a customer
instance through the application according to
Customer’s approval. No access to databases is
available. Customer Support Access is not
person-specific and is available to all members of
Staffbase’s customer success and customer
support teams.

(b)  The roles defined above are assigned to the
minimum number of Staffbase personnel. The
allocation of roles is recorded and reviewed at least
once a year.
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LRW2T7 IR - HR— K BETHHREIT—C
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3 ELECTRONIC ACCESS CONTROLS

Staffbase will take reasonable measures to prevent
unauthorized persons from gaining electronic access to
Customer Content. Security measures include but may not
be limited to:

(a) Access to the data processing system is limited to
authorized individuals and requires identification
and successful authentication by username and
password using state-of-the-art security measures.

(b) Authentication media and access codes to access

3 BFHT7IERER
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data processing systems on 3rd and 2nd Level are
linked to personal credentials (password and user
ID). Authentication codes for temporarily employed
persons (external developers, interns, trainees) are
allocated individually. No reusable IDs (e. g.
traineel, etc.) are assigned.

(c) A process for requesting, approving, issuing and
withdrawing authentication media and access
authorizations has been set up and documented.

(d) All workstations and terminals are protected against
unauthorized access through both automatic and
manual password-protected locking so they are
locked within 5 minutes latest. Internal training is
provided to support the regular use of both
mechanisms.

(f) Passwords are managed by password managers.
Access to the workstations and password manager
is password protected.

AIhTWSE GERTAROYN—, /22— FHEE)D
SREFO—FI(E. BEAlICE S S5, BERARERID (Bl Z (X
traineelsE) (X 53NN,

() EBIEAATATRUTIEAFADER, KB, HITRUE
B FHEE BEINXEILSN TS,

(d £TOT—HIRAF—avRkUE—3FI)LIF. BE-FED
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LTRESNTEY., BLEBSAMAIZAY S, A
DAN=XLIZDWT, EHMLREREYR—3 57268,
RERL—=2 T BNRESh TS,
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4 ISOLATION CONTROLS.

Staffbases’ testing and staging systems are separated
logically from production systems. For testing, Staffbase
facilitates dedicated test data.

4 fRat B

StaffbaseMRBEUVRAT—U VI VR T LI, SHIBRICEEY
AT LSRR MNTINS, SREEDT=&, Staffbaseld. ERDTX
F—42ERET 5,

5 PSEUDONYMIZATION AND ENCRYPTION

Encryption. All communication of our systems over public
networks is encrypted according to the state of the art.
Staffbase encrypts user passwords by using best-practice
one-way hash functions and the core databases are
encrypted at rest using industry best practices encryption
schemes.

Pseudonymization. Staffbase uses pseudonyms for
storing user related interactions whenever possible.

5 RBIERVEESE

EEit. Y RTLDAERYNT—H LIZEITEHETOHIaZa
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6 INTEGRITY

Data Transfer Control: Data is transferred exclusively
using the encrypted HTTPS protocol.

Data Entry Control: Customer's activities related to the
creation and update of user data records are logged.

6 EE Rk

T—ABEERE: T2 ELRESEHTTPS O /L EERAL
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T—RANER 1 —H—T—SEROERRVEHICEHET S
BEQESIT. OJEFEIND.

7 AVAILABILITY AND RESILIENCE

Staffbase has designed a system meant to minimize any
service disruptions resulting from natural disasters,
hardware failure, or other unforeseen disasters or
catastrophes. Staffbase's Disaster Recovery approach
includes:

(a) Using state-of-the-art service providers to help
deliver the Services;

(b) Backups. Staffbase performs daily backups on all
relevant systems, which are stored for up to a
month and available for restoration based on
identified incidents;

(c) Dual mode. All production systems run at least in
dual-mode to provide a fast performing failover;

(d) Global offices. Staffbase operates worldwide, and in
the event of regional issues in one of Staffbase’s
offices, our teams in other locations can support to
help recover smoothly; and

(e) Disaster Recovery Planning. Staffbase's disaster
recovery program focuses on technical disasters for
operation of the Staffbase platform and includes
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plans for different scenarios as well as regular
training for the recovery team. The team is therefore
able to regain data in cases of emergency.

BEETLTRERETHIENTES,

8 TESTING, ASSESSMENT, AND EVALUATION

Data Protection Management: Staffbase has defined
processes and workflows for the processing of Personal
Data. Implementation is regularly monitored by the security
and legal team.

Training: All employees of Staffbase receive annual
security and data protection awareness training.
Customer instructions: The persons authorized on the
part of Staffbase to accept and execute instructions from
Customer are specified by Staffbase in a binding manner.
In general, these are the Customer’s account manager and
staff members of the Staffbase customer success and
support team.
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9 SECURITY INCIDENT MANAGEMENT

All employees, contractors, and key suppliers are required
to report security incidents. Staffbase has a plan to
promptly and systematically respond to any security or
availability incidents that may happen. The Staffbase
Incident Response Plan is based on industry standards and
consists of four stages designed to help prevent, identify,
and remediate security incidents.

Our Incident Response Plan also includes a Problem
Management process, designed to identify root causes
and correct unknown security incidents. The entire
security team is trained to respond according to the
established Incident Response Plan. Personal Data Breach
procedures are included on the Incident Response Plan
and for those incidents, the involvement of the Data
Protection and Legal team is required. Affected customers
are notified of Personal Data Breaches in accordance with
the DPA.

This plan is reviewed and updated on a regular basis as
part of Staffbase's ISO 27001 certification.
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10 VULNERABILITY MANAGEMENT

A vulnerability management process is established for the
Staffbase products, to ensure that vulnerabilities are
identified, evaluated, and resolved in a timely manner.
Staffbase uses the industry standard CVSS score to
evaluate the severity of identified vulnerabilities.
Staffbase contracts with a third party penetration tester to
perform independent penetration tests at least annually. A
summary for the most recent penetration test is available
on request under a Non-Disclosure Agreement. Internal
penetration tests are also performed on a regular basis to
be compliant with SOC 2 requirements.

Staffbase has launched a private bug bounty program for
continuous security testing by a global community of
ethical hackers. The bug bounty program has helped
improve our security controls for the Employee App and
Front Door Intranet product with great success. There is a
plan to extend the bug bounty program to our other
products as well.
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ANNEX IV MEZEIV
LIST OF SUB-PROCESSORS BuBEE)R
An up-to-date overview of Staffoase Sub-Processors can | J#FDStaffoasefELIBE DE (L,
be found at: https://staffbase.com/en/leqgal/subprocessors/IZ#8&ish T
https://staffbase.com/en/legal/subprocessors/ (A
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ANNEX V
MODEL CLAUSES FOR RESTRICTED TRANSFERS UNDER
EUROPEAN DATA PROTECTION LAW

HE=
BRI T — 2 REEICEOHIR A RBEICET S ETILER

1 Applicability of the Model Clauses, Modules 2 & 3
(a) European Union (GDPR). The parties agree that
when the transfer of Personal Data from Customer (as
"data exporter”) to Staffbase (as “data importer”) is a
Restricted Transfer and the GDPR requires that appropriate
safeguards are put in place, the transfer shall be subject to
the Model Clauses, which are deemed incorporated into
and form a part of this DPA by reference, as follows:

(i) Module 2 (Controller-to-Processor) shall apply
where Customer is a data controller and Staffbase
is a data processor of Personal Data; Module 3
(Processor-to-Processor) shall apply where both
Customer and Staffbase are data processors of
Personal Data. For each Module, where
applicable:

(ii) in Clause 7, the optional docking clause does not
apply;

in Clause 8.9, any audits by Customer shall be
carried out in accordance with Clause 7.6 of this
DPA;

(iii)

(iv) in Clause 9, Option 2 shall apply. For clarity,
Staffbase has Customer's general authorization to
engage Sub-Processors in accordance with

Clause 7.7 of this DPA;

in Clause 11(a), the optional language shall not
apply;

in relation to Clause 12, any claims brought under
the Model Clauses shall be subject to the terms
and conditions set forth in the Agreement. For
clarity, in no event shall any party limit its liability
towards data subjects under the Model Clauses;

(v)

(vi)

(vii) in Clause 17, Option 1 shall apply. The parties
agree that the governing law for disputes related
to the Model Clauses shall be determined in
accordance with the ‘Governing Law' section of
the Agreement or, if such section does not specify
an EU Member State, the Model Clauses shall be

governed by the laws of Ireland;

(viii) in Clause 18(b), the parties agree that the forum
for disputes related to the Model Clauses shall be
determined in accordance with the Jurisdiction
and Venue' section of the Agreement or, if such
section does not specify an EU Member State,
disputes shall be resolved before the courts of
Dublin, Ireland;

(ixX) Annex | of the Model Clauses, shall be deemed
completed with the information set out in Annex 1

and Annex 2 of this DPA; and

(x) Annex Il of the Model Clauses, shall be deemed
completed with the information set out in Annex Il
of this DPA.

(b) UK (UK Data Protection Law). The parties agree
that when the transfer of Personal Data from Customer (as

1 ETIEEES1—I/IL2R V3D ERA RN

(a) K ES (GDPR) , M EE L, [F—28HHE1ELT

D)BEEMIS(TT—EHAE 1ELTD) Staffbase~DEAT—42

DOBENHIBHEBETHY . GDPRICKYBEUIEEFEHROE

EABRFEDITONDIES . UROBEGIETILEEONRER

YU, ETILEEIILUTOREYSEBTHEICKYARDPAIZHEA AN

b, ZDFRARD—EHELT EHEINBIEIZAET S,

(i) ES21—IL2(BEENSNIBEADBE) (T, EEHNE
AT—EADT—HEWEE, StaffbaseNT—2NEET
HAHBEEITERIN. EP2—IL3(NEBENSLEEA
DFER) 1%, BEER LStaffbaseDEAMNMEANT—2D
T—HANBETHIGEICEAINS, FED1—)LIC
DT, BUTIHEE. UTDEEYET S,

(i) F7EIZBLT. ATV av DRy S EIEILERSN

ALY,

ESEEIEIZBLT. BEIZLDERIL, ADPAE7E

FEOIEIZE>TEREND,

FOFICBWT. AT av2nERENn, BiEIZT 51=

BDIZFTE T B &, StaffbaselBEE NS, ADPAE7EE

7IEIZHE-T, ENEBEFRZAT 52— RMFTEFTL

60

(v) FENEFE(Q@Q)BIZBVWT. AT avEEIERSNAEL,

(vi) F1R2FICEELT. ETIEEIZEDVTHLITOHN

=SERIZIE, REZWVIZEDHIEHEN BRSNS, BREIC

TBEBHITMNETDHE LWHERBEIZENTE,. LWTh

NDYEEFL, TARAERICHTIETILEEICEIKE

EERELELY,

FI7EICEWT, AT av i EAShS, mLSEEE,

ETFIVEIBIZEET HMF D ERENRIZH DN EEHL

BEIFRBEICH->TRESA, XK, BZEFEHNEUMBEE

EHRELEVMES. ETILEENTAILSUREICENRS

BIEIZAET S,

(viii) B18EFE L) BICHENT, MAUEFIL. ETILEIEIZH
EI MR RROGENARZHDOI EEELE FIH KB
[TR>TRESN, XIE, BHEEBNEUMBEEHEL
HWMEE . MERTAILSURDE T OEHIFR TR
SNBIEIZEET D,

(ix) ETIILEEMEZIL, ADPAKIBEZ1RUMEBEZ 22K
HOHLEREL>TERLELDEA TSNS,

(x) EFIILEEHBEZIE. ADPAMIBZNIZZHD H1E
HELOTEABLELDER TSNS,

(b) EEEET—2RESL . mIFEFL. (F—28EEE)

ELTOD)EENS ([ T—2EAF 1ELTD) Staffbase~DE A

T—ADOBEN, EET—HREXIZEIHIRTRBEETHS

58 . ADPAE7EESEE(C)BIZEOLWTHAANONEET

JLEIEMN, LTOERZMA TERASNSEIZEET S,

(i) EFLEEL ZEEMHEICHEETI2EYERESN. S8
FHEICKYBAANDN, ADPAD R A D—ER &
%%,

(i) EEHEEIHDORL 2R U3, KDPAKBEI. HE
ZNEVHMBEIVIZREOHSEHREL>TERLED
DEHEEND,

EEMEEISORLT. TWTFThOLEELRZY1E

BRI DIULICKYTERLIZEDEATEIND,

EFIIEEEEEMEDOHEICFENHH15E . EEWH

BEIOERUENEICH-TRRTIEDET S,

(c) RAARX(FADP), i&EEILX, (T—42EHEEILLTD)E

Z2hs ([F—2AH 1 ELTO) Staffbase~DEAT—2DFH

A%, FADPICE O<HIR MR THDIHE . ADPAFE7EES

(iii)
(iv)

(vii)

(iii)
(iv)
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"data exporter”) to Staffbase (as “data importer”) is a
Restricted Transfer under UK Data Protection Law, the
Model Clauses as incorporated under Clause 7.8(c) if this
DPA shall apply with the following modifications:

(i) the Model Clauses shall be amended as specified
by the UK Addendum, which shall be incorporated
by reference and form an integral part of this DPA;

(ii) Tables 1, 2, and 3 in Part 1 of the UK Addendum

shall be deemed completed with the information
set out in Annex Il, Annex lll, and Annex IV of this
DPA;

Table 4 in Part 1 of the UK Addendum shall be
deemed completed by selecting "neither party";
and

any conflict between the Model Clauses and the
UK Addendum shall be resolved in accordance
with Section 10 and Section 11 of the UK
Addendum.

(c) Switzerland (FADP). The parties agree that when
the transfer of Personal Data from Customer (as “data
exporter"”) to Staffbase (as “data importer"”) is a Restricted
Transfer under the FADP, the Model Clauses as
incorporated under Clause 7.8(c) of this DPA shall apply
with the following modifications:

(iii)

(iv)

(i) in Clause 13, the competent supervisory authority
is the FDPIC;

(ii) references to "EU”, “Union”, and "Member State”
in the Model Clauses refer to Switzerland;

(iii) the term “member state"” shall not be interpreted in

such a way as to exclude data subjects in

Switzerland from the possibility of accessing their

rights; and

references to the "General Data Protection
Regulation,” “"Regulation 2016/679," and “GDPR" in
the Model Clauses refer to the FADP.

(iv)
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M7 V2R DR ERN T D RI%H THRIRLT
ey AN
ETIIEEICHITA— T —2RERA . T3RE
2016/6791 % UTGDPRI~DE K (*. FADPADE R &
I3,

(iii)

(iv)

2 Processing Details under Annex | of the Model
Clauses

2 ETNEEMBRENE SOLE DM

A List of Parties

A EZBE-B

Data Exporter
Name: The Customer, as defined in the Order
Address: Customer's address, as set out in the Order

Contact person’s name, position and contact details:
The Customer’s contact details, as set out in the Order

Role: Controller

Data Importer
Name: The Staffbase entity as defined in the Order
Address: Staffbase’s address, as set out in the Order

Contact person’s name, position and contact details:
privacy@staffbase.com

Role: Processor

Activities relevant to the data transferred under the Model Clauses:
Processing of Personal Data in connection with Customer’s use of the Services

TREHE
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AR EIXEDERICESEER BRI XEDERICHESStaffoaseiEA
R A EXECRBOHIBEEDER EFT: ARSI XEITEEH D HSStaffbase DIERR
HLHEOKE. REBRUERSE: HREODKA, RERERLE:
KEFXEICREBDOHIBEEDERSE privacy@staffbase.com
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B Description of Transfer

B BELDHE

Categories of Data Subjects

See Annex |l of this DPA

Categories of Personal Data

See Annex |l of this DPA

Sensitive data (if applicable)

See Annex |l of this DPA

Frequency of the transfer

Continuous basis depending on the use of the Services by
Customer.

Nature of the processing

See Annex |l of this DPA

Purpose(s) of the transfer

See Annex |l of this DPA

Duration of the processing

Staffbase shall process Personal Data for the duration of
the Subscription Term and for 30 days after, at which point
the Personal Data is deleted, unless otherwise agreed
upon in writing.

Sub-Processor transfers

Staffbase’s Sub-Processors shall process Personal Data
as necessary to perform the Services. Subject to Clause
7.7 of the DPA, the Sub-Processors shall process Personal
Data for the duration of the Subscription Term and for 30
days after, at which point the Personal Data is deleted,
unless otherwise agreed in writing.
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C Competent Supervisory Authority

c BB

For the purposes of the Model Clauses, the supervisory
authority that shall act as competent supervisory authority
is either: (i) where Customer is established in an EU
Member State, the supervisory authority responsible for
ensuring Customer’s compliance with the GDPR; (ii) where
Customer is not established in an EU Member State but
falls within the extra-territorial scope of the GDPR and has
appointed a representative, the supervisory authority of
the EU Member State in which Customer’s representative
is established; or (iii) where Customer is not established in
an EU Member State but falls within the extra-territorial
scope of the GDPR without having to appoint a
representative, the supervisory authority of the EU
Member State in which the Data Subjects are
predominantly located. In relation to Personal Data that is
subject to UK Data Protection Law, the competent
supervisory authority is the UK Information
Commissioner’s Office. In relation to Personal Data that is
subject to the FADP, the competent supervisory authority
is the Swiss Federal Data Protection and Information
Commissioner (as applicable).

ETIEEOHMICENT, SEEEMEALLTITHT 2EEY
Bl U TOWT I THEIENET S, (VEEMEUMNBERIZ
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